pgAdmin 4 Documentation
Release 9.11

The pgAdmin Development Team

Dec 12, 2025






Contents

1 Getting Started 3
1.1 Deployment . . . . . . . o i e e e e e e e e e e e e 4
1.2 LoginPage . . . . . . . e e e e 44
1.3 Enabling two-factor authentication (2FA) . . . . . . . . . . . . L 45
1.4 User Management . . . . . . . . . ..t iiii e e e e e e e 46
1.5 Change OwnershipDialog . . . . . . . . . . . e e e e 52
1.6 Change User Password Dialog . . . . . . . . . . . 0 0 i i i e e e e 53
1.7 Lock/Restore ACCOUNt . . . . . . . .t i i it e e e e e e e e e e e e e e e e e e 54
1.8 Enabling LDAP Authentication . . . . . . . . . ... . .. 55
1.9  Enabling Kerberos Authentication . . . . . . . ... ... . L 57
1.10 Enabling OAUTH2 Authentication . . . . . . . . . ... it 59
1.11 Enabling Webserver Authentication . . . . . . . . . . . . . . i e 62
1.12 UserlInterface . . . . . . . . . . . e 63
1.13 MenuBar . . . . . . e e e e e e 64
1.14 Toolbar . . . . . . . e e e e e e e e e e e 69
1.15 Object Explorer Filter . . . . . . . . . . e 70
1.16 Tabbed Browser . . . . . . . . . . . @ e e 70
1.17 Tree Control . . . . . . . . o o e e e e e e e e 80
1.18 Preferences . . . . . . . . . .. e e e e e e e e e e e e e e 83
1.19 Keyboard Shortcuts . . . . . . . ... 105
1.20 Search objects . . . . . . . o L e e e e e 108
2 External database for pgAdmin user settings 111
2.1 UseSQLite Database . . . . . . . . . . . . . e e e e e e e e 111
2.2 UseExternal Database . . . . . . . . . . . . . . e e e e e e e 111
2.3 UsePostgreSQL Database . . . . . . . . . . o i i e e e e e e e e e e 112
3 Connecting To A Server 113
3.1 Server Group Dialog . . . . . . . . L 113
3.2 ServerDialog . . . . . L e e e e e e e e e e e 114
3.3 PostgreSQL Cloud Deployment . . . . . . . . . . o 0 i i e e e e e e e 121
3.4 Master Password . . . . .. L e e e 144
3.5 Connectto SEIVEr . . . . . . i i i e e e e e e e e e e e e e e e e e 146
3.6 Connection Error . . . . . . . . . 147
3.7 Import/EXport SEIVETS . . . v v v v v e e e e e e e e e e e e e e e e e e e e e e e e 149
4 Managing Cluster Objects 155




4.1
4.2
4.3
4.4
4.5
4.6
4.7
4.8

Database Dialog . . . . . . . . .. e e e e e e e
Resource Group Dialog . . . . . . . . . o e e e e e e
Login/Group Role Dialog . . . . . . . . . . . e
Tablespace Dialog . . . . . . . . . . .. e
ReplicaNode Dialog . . . . . . . . o . o e e e
PGD Replication Group Node Dialog . . . . . . . . . ...
Role Reassign/Drop Own Dialog . . . . . . . . . . . i e e e e
Directory Dialog . . . . . . . . L e e e e e

Managing Database Objects

5.1
52
53
54
5.5
5.6
5.7
5.8
59
5.10
5.11
5.12
5.13
5.14
5.15
5.16
5.17
5.18
5.19
5.20
5.21
5.22
5.23
5.24
5.25
5.26
5.27
5.28

CastDialog . . . . . . o o e e e e e e
Using EDB Job Scheduler . . . . . . . . . . . e e e
Collation Dialog . . . . . . . . . . . L e
Domain Dialog . . . . . . . . oL e e
Domain Constraints Dialog . . . . . . . . . . . e
Event Trigger Dialog . . . . . . . . . . o e e e e e e e e e
Extension Dialog . . . . . . . . L. e e e e e
Foreign Data Wrapper Dialog . . . . . . . . . . . . .. . e
Foreign Server Dialog . . . . . . . . . . oL
Foreign Table Dialog . . . . . . . . . . . . e
FTS Configuration Dialog . . . . . . . . . . . e e e e e e e e
FTS Dictionary Dialog . . . . . . . . . . o e e e e e e
FTS Parser Dialog . . . . . . . . . o e e e
FTS Template Dialog . . . . . . . . . . . o e e e
Function Dialog . . . . . . . . . e e
Language Dialog . . . . . . . . . L
Materialized View Dialog . . . . . . . . . L e e e e e
Package Dialog . . . . . . . L e e e e e e
Procedure Dialog . . . . . . . . ... e
Publication Dialog . . . . . . . . . oL e
SchemaDialog . . . . . . . . . e
Sequence Dialog . . . . . . . L e e e e e e e e e
Subscription Dialog . . . . . . . L e e e e e e e e
Synonym Dialog . . . . . . . e e e e
Trigger Function Dialog . . . . . . . . . . . . e
Type Dialog . . . . . . L e e
User Mapping Dialog . . . . . . . . . . e e e e e
View Dialog . . . . . e e e e e e

Creating or Modifying a Table

6.1
6.2
6.3
6.4
6.5
6.6
6.7
6.8
6.9
6.10
6.11
6.12

Check Dialog . . . . . . o o e e e e e e e e
Column Dialog . . . . . . . e e e e e
Compound Trigger Dialog . . . . . . . . . . . . e
Exclusion Constraint Dialog . . . . . . . . . . . . e
Foreign key Dialog . . . . . . . . . o L e
Index Dialog . . . . . . . . e e e e e e
Primary key Dialog . . . . . . . . . e e e e e e e e e
RLS Policy Dialog . . . . . . . . . o e e e e e e
Rule Dialog . . . . . . . . e
Table Dialog . . . . . . . . e e e
Trigger Dialog . . . . . . .
Unique Constraint Dialog . . . . . . . . . . . 0 e e e e e

7 Management Basics

185
185
188
202
206
210
214
218
220
226
231
238
241
246
249
252
259
263
267
272
280
284
289
294
301
304
313
321
324

331
331
334
343
348
351
358
362
365
368
375
396
402

405




10

11

12

13

7.1  Add Named Restore Point Dialog . . . . . . . . . . . . e e e 405

7.2 Change Password Dialog . . . . . . . . . . o e e e e e 406
7.3 Grant Wizard . . . . . . L e e e e e e e e e e e e 407
7.4  Export Data Using Query Dialog . . . . . . . . .. . ... 409
7.5 Import/Export Data Dialog . . . . . . . . . . . . e 413
7.6  Maintenance Dialog . . . . . ... 418
7T Storage Manager . . . . . v v i e e e e e e e e e e e e e e e e e e e e e e 421
Backup and Restore 427
8.1 BackupDialog . . . . . . . .. e e 427
8.2 Backup Globals Dialog . . . . . . . . . . e e e e e e e e e 435
8.3 Backup Server Dialog . . . . . . L e e 436
84 Restore Dialog . . . . . . . .. e e e 440
Developer Tools 445
0.1 Debugger . . . . . . o e e e e e e e e e e e e 445
9.2 QueryTool . . . . . . L 451
9.3 View/EditData . . . . . . . . . L e 478
9.4 Schema Diff . . . . . . . . e 484
9.5 ERDTOOL. . . . . 489
9.6 PSQL To0l . . . . . e e e e e 498
Processes 501
10.1 Process Watcher . . . . . . . . L e e e e 502
10.2 Watchthedemo . . . . . . . . . . . . . e 502
pgAgent 503
T1.1 Using pEAZENL . . . . o v o e e e e e e e e e e e e e e e e 503
11.2 Installing pgAgent . . . . . . . o e e e e 504
11.3 CreatingapgAgentJob . . . . . . . . . L 506
pgAdmin Project Contributions 517
12.1 Submitting Pull Requests . . . . . . . . . . ... 517
122 Code OVEIVIEW . . . . . . ot e e e e e e e e e e e e e e e e e e e 518
123 Coding Standards . . . . . . . . oL e e 522
12.4 Code SNIPPets . . . . v v i o e e e e e e e e e e e e e e e e e e e 524
12.5 Code Review NOES . . . . . . v v i it e e e e e e e e e e e e e e 536
12.6 Translations . . . . . . . . o L e e e e e e e e e e e e 537
Release Notes 539
13.1 Version 9.12 . . . . o L e e e e e e 539
13.2 Version O.11 . . . o L L e e e e e e 540
13.3 Version 9.10 . . . . L . L e e e e e e e e e e e e e 541
13.4 Version 9.9 . . . . . L e e e e e e 542
13.5 Version 9.8 . . . . . L e e e e e e e e e 543
13.6 Version 9.7 . . . . . o e e e e e e e e e e 543
137 Version 9.6 . . . . . . L e e e e e e 545
13.8 Version 9.5 . . . . . L e e e e e e e e e e e e 546
139 Version 9.4 . . . . . L e e e e 547
13.10 Version 9.3 . . . . o L e e e e e e e e e e e e 548
13.11 Version 9.2 . . . . . o o e e e e e e e e e 549
13.12 Version 9.1 . . . L . o o e e e e e e 550
13,13 Version 9.0 . . . . . L . e e e e e e e e e e e 551
13.14 Version 8.14 . . . . . . o L e e e 552
13.15 Version 8.13 . . . . . o . e e e e e e e e e e e 554




13.16 Version 8.12 . . . . . . e e e e e 555

13.17 Version 8.11 . . . . . . . e e e 556
13.18 Version 8.10 . . . . . . . . e e e e s 557
13.19 Version 8.9 . . . . . L L e e e 558
13.20 Version 8.8 . . . . . . L e 560
13.21 Version 8.7 . . . . . . e e 560
1322 Version 8.6 . . . . . . . e e 561
13.23 Version 8.5 . . . . . . . e e e e 563
13.24 Version 8.4 . . . . . . . e e e e e e e e e e e e e 564
13.25 Version 8.3 . . . . . L L e e e e e e 565
13.26 Version 8.2 . . . . . . . e e e 566
13.27 Version 8.1 . . . . . . . e e e e 567
1328 Version 8.0 . . . . . . . e 568
13.20 Version 7.8 . . . . . . . e e e e e 570
13.30 Version 7.7 . . . . . o o e e e e e e e e e e e e 571
1331 Version 7.6 . . . . . . . o e e e e e e 572
13.32 Version 7.5 . . . o . o e e e e e e e e e 573
1333 Version 7.4 . . . . . . . e e e e e 575
13.34 Version 7.3 . . . . . . . e e e e e e e 576
1335 Version 7.2 . . . . . o e e e e e e e e e e e e 576
13.36 Version 7.1 . . . . . . L e e e e e e e e e 578
13.37 Version 7.0 . . . . . . . e e e e e e e e e e e 579
13.38 Version 6.21 . . . . . . e e e e 581
13.39 Version 6.20 . . . . . . . e e e e e e e 582
13.40 Version 6.19 . . . . . . L e e e e e e e e e 583
13.41 Version 6.18 . . . . . . L e e e e e e 584
13.42 Version 6.17 . . . . . . . e e 584
1343 Version 6.16 . . . . . . . . e e e 585
13.44 Version 6.15 . . . . . . L e e e e e 587
13.45 Version 6.14 . . . . . L e e e e e e e e 588
13.46 Version 6.13 . . . . . . L e e e e e 589
13.47 Version 6.12 . . . . . . L e e e e e e e e 591
1348 Version 6.11 . . . . . . o e e e e e e e e e 592
13.49 Version 6.10 . . . . . . . . e e e 592
13.50 Version 6.9 . . . . . . . e 593
13.51 Version 6.8 . . . . . . . e e e e e e e e e e 595
13.52 Version 6.7 . . . . . . . e e e e e e e e e e 596
1353 Version 6.6 . . . . . . . L e e e e 596
13.54 Version 6.5 . . . . . . . e e e e 597
1355 Version 6.4 . . . . . . . e e e 598
13.56 Version 6.3 . . . . . L . e e e e e e e e e e e e e e 599
13.57 Version 6.2 . . . . . . L e e e e e e e e e e 600
13.58 Version 6.1 . . . . . . . L e e e 601
13.59 Version 6.0 . . . . . . . e e 602
13.60 Version 5.7 . . . . . . . e e e e e 602
13.61 Version 5.6 . . . . . . . . e e e e e e e 604
13.62 Version 5.5 . . . . . L e e e e e e e 604
13.63 Version 5.4 . . . . . . . e e e 605
13.64 Version 5.3 . . . . . L e e e e e e e e 606
13.65 Version 5.2 . . . . . . . e e e e e 607
13.66 Version 5.1 . . . . . . . e e e e 608
13.67 Version 5.0 . . . . . L e e e e e e 610
13.68 Version 4.30 . . . . . . . e e e e 611

13.69 Version 4.29 . . . . . L e e e e 613




13.70 Version 4.28 . . . . . . L e e e e e e e e e e e e e e
13.71 Version 4.27 . . . . . o e e e e e e
13.72 Version 4.26 . . . . . . o e e e e e e e
13.73 Version 4.25 . . . . . e e e e e e e e
13.74 Version 4.24 . . . . . L e e e e e e e e e
13.75 Version 4.23 . . . . . L e e
13.76 Version 4.22 . . . . . . e e e e e e e e
13.77 Version 4.21 . . . . . . e e e
13.78 Version 4.20 . . . . . . L e e e e e e e e e e e e e e e e e
13.79 Version 4.19 . . . . . . L e e e e e
13.80 Version 4.18 . . . . . . L L e e e e e e e
13.81 Version 4.17 . . . . . . o e e e e
13.82 Version 4.16 . . . . . . . . e e e e
13.83 Version 4.15 . . . . . . L e e e
13.84 Version 4.14 . . . . . . e e e e e e e e
13.85 Version 4.13 . . . . . e e e e e e e
13.86 Version 4.12 . . . . . . L e e e e e e e
13.87 Version 4.11 . . . . . . . e e e
13.88 Version 4.10 . . . . . . . . e e e e
13.89 Version 4.9 . . . . . L e e e e e e e
13.90 Version 4.8 . . . . . . . e e e e e e e
13.91 Version 4.7 . . . . . . e e e e e e e e e e e
1392 Version 4.6 . . . . . . . e e e e e e
13.93 Version 4.5 . . . . . L e e e e
13.94 Version 4.4 . . . . . L e e e e e e e e e e e e e e
13.95 Version 4.3 . . . . . L e e e e e
13.96 Version 4.2 . . . . . . . e e e e e e e e e e
1397 Version 4.1 . . . . . . . e e e e
1398 Version 4.0 . . . . . . . e e e
13.99 Version 3.6 . . . . . . . e e e e e e
13.100Version 3.5 . . . . . L e e e e e e e e e
13.101Version 3.4 . . . . . . . e e e e e e e e e e
13.102Version 3.3 . . . . . L e e e e e e e e e e e e e e e e e
13.103Version 3.2 . . . . . . e e e e e e e e e
13.104Version 3.1 . . . . . . . e e e e e e
13.105Version 3.0 . . . . . L e e e e e e
13.106Version 2.1 . . . . . .. e e e e e e e
13.107Version 2.0 . . . . . . . e e e e e e e e e e e
13.108Version 1.6 . . . . . . . . e e e e e
13.109Version 1.5 . . . . . . . e e e
13.110Version 1.4 . . . L . L . e e e e e e e e e e e e e e e e
13.111Version 1.3 . . . . . . . e e e e e e e
13.112Version 1.2 . . . . . . . e e e e e e e e e e e e
13.113Version 1.1 . . . . . . . e e
13.114Version 1.0 . . . . . . . e e e e

14 Licence

Index




vi



pgAdmin 4 Documentation, Release 9.11

Welcome to pgAdmin 4. pgAdmin is the leading Open Source management tool for Postgres, the world’s most advanced
Open Source database. pgAdmin 4 is designed to meet the needs of both novice and experienced Postgres users alike,
providing a powerful graphical interface that simplifies the creation, maintenance and use of database objects.

Contents 1
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CHAPTER 1

Getting Started

Pre-compiled and configured installation packages for pgAdmin 4 are available for a number of desktop environments;
we recommend using an installer whenever possible.

In a Server Deployment, the pgAdmin application is deployed behind a webserver or with the WSGI interface. If you
install pgAdmin in server mode, you will be prompted to provide a role name and pgAdmin password when you initially
connect to pgAdmin. The first role registered with pgAdmin will be an administrative user; the administrative role can
use the pgAdmin User Management dialog to create and manage additional pgAdmin user accounts. When a user
authenticates with pgAdmin, the pgAdmin tree control displays the server definitions associated with that login role.

In a Desktop Deployment, the pgAdmin application is configured to use the desktop runtime environment to host the
program on a supported platform. Typically, users will install a pre-built package to run pgAdmin in desktop mode, but
a manual desktop deployment can be installed and though it is more difficult to setup, it may be useful for developers
interested in understanding how pgAdmin works.

It is also possible to use a Container Deployment of pgAdmin, in which Server Mode is pre-configured for security.
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1.1 Deployment

Pre-compiled and configured installation packages for pgAdmin 4 are available for a number of desktop environments;
we recommend using an installer whenever possible. If you are interested in learning more about the project, or if a
pgAdmin installer is not available for your environment, the pages listed below will provide detailed information about
creating a custom deployment.

1.1.1 The config.py File

There are multiple configuration files that are read at startup by pgAdmin. These files are used for configuration options
that:

* may be required to be set prior to startup of pgAdmin as they control how the application will operate.
* system administrators may wish to control across an organisation to enforce security policies.

* are so rarely or unlikely to be changed that it doesn’t make sense to allow them to be changed through the user
interface.

The configuration files are as follows:

* config.py: This is the main configuration file, and should not be modified. It can be used as a reference for
configuration settings, that may be overridden in one of the following files.

e config_distro.py: This file is read after config. py and is intended for packagers to change any settings that
are required for their pgAdmin distribution. This may typically include certain paths and file locations. This file
is optional, and may be created by packagers in the same directory as config.py if needed.

e config_local.py: This file is read after config_distro.py and is intended for the owner of the installation
to change any default or packaging specific settings that they may wish to adjust to meet local preferences or
standards.This file is optional, and may be created by users in the same directory as config.py if needed.

* config_system.py: This file is read after config_local.py and is intended for system administrators to
include settings that are configured system-wide from a secure location that users cannot normally modify and
that is outside of the pgAdmin installation. The location for this file varies based on the platform, and only needs
to be created if desired.

Platform File Location

Linux /etc/pgadmin/config_system.py
macOS /Library/Preferences/pgadmin/config_system.py
Windows  9%CommonProgramFiles%\pgadmin\config_system.py

© Note

If the SERVER_MODE or DATA_DIR settings are changed in config_distro.py, config_local.
py, or config_system.py LOG_FILE, SQLITE_PATH, SESSION_DB_PATH, STORAGE_DIR, KER-
BEROS_CCACHE_DIR, and AZURE_CREDENTIAL_CACHE_DIR values will be set based on DATA_DIR un-
less values are explicitly overridden for any of the variable in any of the above file.

The default config.py file is shown below for reference:

# -*- coding: utf-8 -*-

(continues on next page)
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(continued from previous page)

HEHRARRHFRARRRAR R ARA G RRAGRRRR R RRAAARRRRRRAAARBGARRGHARRARRRAARRRABHAABHBAHA
: pgAdmin 4 - PostgreSQL Tools

Z Copyright (C) 2013 - 2025, The pgAdmin Development Team

# This software is released under the PostgreSQL Licence

Z config.py - Core application configuration settings
Z#########################################################################

import builtins

import logging

import os

import sys

from collections import OrderedDict

# We need to include the root directory in sys.path to ensure that we can
# find everything we need when running in the standalone runtime.
root = os.path.dirname(os.path.realpath(__file ))
if sys.path[0] != root:
sys.path.insert(0, root)

# The config database connection pool size.

# Setting this to 0 will remove any limit.
CONFIG_DATABASE_CONNECTION_POOL_SIZE = 5

# The number of connections allowed to overflow beyond
# the connection pool size.
CONFIG_DATABASE_CONNECTION_MAX_OVERFLOW = 100

from pgadmin.utils import env, IS_WIN, fs_short_path

from version import APP_VERSION, APP_RELEASE, APP_REVISION, APP_SUFFIX, \
APP_VERSION_INT

from branding import APP_NAME, APP_ICON, APP_COPYRIGHT, APP_PATH, \
APP_WIN_PATH, APP_SHORT_NAME, APP_DEFAULT_EMAIL

[rfidadididil s i didiigid bbb it g ik gt
# Misc stuff
o o kT e e e v v

# Path to the online help.
HELP_PATH = '../../../docs/en_US/_build/html/"'

# Languages we support in the UI
LANGUAGES = {
'en': 'English',
'zh_Hans_CN': 'Chinese (Simplified)',
'zh_Hant_TW': 'Chinese (Traditional)',

'cs': '"Czech',
'fr': 'French',
'de': 'German',
'id': 'Indonesian',

(continues on next page)
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(continued from previous page)

'it': 'Italian',

'ja': 'Japanese',

'ko': 'Korean',

'pl': 'Polish',

'pt_BR': 'Portuguese (Brazilian)',
'ru': 'Russian',

'es': 'Spanish',

'sv': 'Swedish'

# DO NOT CHANGE UNLESS YOU KNOW WHAT YOU ARE DOING!
# List of modules to skip when dynamically loading
MODULE_BLACKLIST = ['test']

# DO NOT CHANGE UNLESS YOU KNOW WHAT YOU ARE DOING!
# List of treeview browser nodes to skip when dynamically loading
NODE_BLACKLIST = []

i
# Server settings
B i i i i i i

The server mode determines whether or not we're running on a web server
requiring user authentication, or desktop mode which uses an automatic
default login.

DO NOT DISABLE SERVER MODE IF RUNNING ON A WEBSERVER!!

lle only set SERVER_MODE if it's not already set. That's to allow the
runtime to force it to False.

NOTE: If you change the value of SERVER_MODE or DATA_DIR in an included
config file, you may also need to redefine any values below that are
derived from it, notably various paths such as LOG_FILE, SQLITE_PATH,
SESSION_DB_PATH, STORAGE_DIR, KERBEROS_CCACHE_DIR, and
AZURE_CREDENTIAL_CACHE_DIR

FHOoR T T W W W R W R W W W™ R

if (not hasattr(builtins, 'SERVER_MODE')) or builtins.SERVER_MODE is None:
SERVER_MODE = True

else:
SERVER_MODE = builtins.SERVER_MODE

# HTTP headers to search for CSRF token when it is not provided in the form.
# Default is ['X-CSRFToken', 'X-CSRF-Token']
WTF_CSRF_HEADERS = ['X-pgA-CSRFToken']

# User ID (email address) to use for the default user in desktop mode.
# The default should be fine here, as it's not exposed in the app.
DESKTOP_USER = APP_DEFAULT_EMAIL

# This option allows the user to host the application on a LAN
# Default hosting is on localhost (DEFAULT_SERVER='localhost').

(continues on next page)
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(continued from previous page)

# To host pgAdmin4 over LAN set DEFAULT_SERVER='0.0.0.0' (or a specific

# adaptor address.

#

# NOTE: This is NOT recommended for production use, only for debugging

# or testing. Production installations should be run as a WSGI application
# behind Apache HTTPD.

DEFAULT_SERVER = '127.0.0.1'

# The default port on which the app server will listen if not set in the
# environment by the runtime
DEFAULT_SERVER_PORT = 5050

# This param is used to override the default web server information about

# the web technology and the frameworks being used in the application

# An attacker could use this information to fingerprint underlying operating
# system and research known exploits for the specific version of

# software in use

WEB_SERVER = 'Python'

# Enable X-Frame-Option protection.

# Set to one of "SAMEORIGIN", "ALLOW-FROM origin" or "" to disable.
# Note that "DENY" is NOT supported (and will be silently ignored).
# See https://tools.ietf.org/html/rfc7034 for more info.
X_FRAME_OPTIONS = "SAMEORIGIN"

# The Cross-Origin-Opener-Policy allows a website to control whether

# a new top-level document, opened using Window.open() or by navigating
# to a new page, is opened in the same browsing context group (BCG)

# or in a new browsing context group.

# Set to 'unsafe-none', 'same-origin-allow-popups', 'same-origin’,

# or 'moopener-allow-popups’

CROSS_ORIGIN_OPENER_POLICY = "same-origin"

# The Content-Security-Policy header allows you to restrict how resources

# such as JavaScript, CSS, or pretty much anything that the browser loads.

# see https://content-security-policy.com/#source_list for more info

# e.g. "default-src https: data: 'unsafe-inline' 'unsafe-eval';"

CONTENT_SECURITY_POLICY = "default-src ws: http: data: blob: 'unsafe-inline'" \
" 'unsafe-eval';"

# STRICT_TRANSPORT_SECURITY_ENABLED when set to True will set the

# Strict-Transport-Security header

STRICT_TRANSPORT_SECURITY_ENABLED = False

# The Strict-Transport-Security header tells the browser to convert all HTTP
# requests to HTTPS, preventing man-in-the-middle (MITM) attacks.

# e.g. max-age=31536000; includeSubDomains'

STRICT_TRANSPORT_SECURITY = "max-age=31536000; includeSubDomains"

(continues on next page)
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# The X-Content-Type-Options header forces the browser to honor the response
# content type instead of trying to detect it, which can be abused to

# generate a cross-site scripting (XSS) attack.

# e.g. nosniff

X_CONTENT_TYPE_OPTIONS = "nosniff"

# The browser will try to prevent reflected XSS attacks by not loading the
# page if the request contains something that looks like JavaScript and the
# response contains the same data. e.g. 'l; mode=block’

X_XSS_PROTECTION = "1; mode=block"

This param is used to validate ALLOWED_HOSTS for the application

This will be used to avoid Host Header Injection attack

ALLOWED_HOSTS = ['225.0.0.0/8', '226.0.0.0/7', '228.0.0.0/6']

ALLOWED_HOSTS = ['127.0.0.1', '192.168.0.1']

if ALLOWED_HOSTS= [] then it will accept all ips (and application will be
vulnerable to Host Header Injection attack)

ALLOWED_HOSTS = []

R R R S

# Hashing algorithm used for password storage
SECURITY_PASSWORD_HASH = 'pbkdf2_sha512'

# Minimum password length
PASSWORD_LENGTH_MIN = 6

# Reverse Proxy parameters

# You must tell the middleware how many proxies set each header
# so it knows what values to trust.

# See https://tinyurl.com/yyg7r9av

# for more information.

# Number of values to trust for X-Forwarded-For
PROXY_X_FOR_COUNT = 1

# Number of values to trust for X-Forwarded-Proto.
PROXY_X_PROTO_COUNT = 1

# Number of values to trust for X-Forwarded-Host.
PROXY_X_HOST_COUNT = O

# Number of values to trust for X-Forwarded-Port.
PROXY_X_PORT_COUNT = 1

# Number of values to trust for X-Forwarded-Prefix.
PROXY_X_PREFIX_COUNT = 0

# NOTE: CSRF_SESSION_KEY, SECRET_KEY and SECURITY_PASSWORD_SALT are no
# longer part of the main configuration, but are stored in the
# configuration databases 'keys' table and are auto-generated.

# COMPRESSION
COMPRESS_MIMETYPES = [

(continues on next page)
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"text/html', 'text/css', 'text/xml', 'text/javascript',
'application/json', 'application/javascript'
]
COMPRESS_LEVEL = 9
COMPRESS_MIN_SIZE = 500

# Set the cache control max age for static files in flask to 1 year
SEND_FILE_MAX_AGE_DEFAULT = 31556952

# This will be added to static urls as url parameter with value as

# APP_VERSION_INT for cache busting on version upgrade. If the value is set as
# None or empty string then it will not be added.

# eg - http:localhost:5050/pgadmin.css?intver=3.13

APP_VERSION_PARAM = 'ver'

# Add the internal version param to below extensions only
APP_VERSION_EXIN = ('.css', '.js', '.html', '.svg', '.png', '.gif', '.ico'")

# Data directory for storage of config settings etc. This shouldn't normally
# need to be changed - it's here as various other settings depend on it.
# On Windows, we always store data in %APPDATA%\$(APP_WIN_PATH). On other
# platforms, if we're in server mode we use /var/1ib/$(APP_PATH),
# otherwise ~/.$(APP_PATH)
if IS_WIN:
# Use the short path on windows
DATA_DIR = os.path.realpath(
os.path. join(fs_short_path(env('APPDATA')), APP_WIN_PATH)
)
else:
if SERVER_MODE:
DATA_DIR = os.path.join('/var/lib/', APP_PATH)
else:
DATA_DIR = os.path.realpath(
os.path.expanduser('~/" + "."' + APP_PATH + '/'")
)

# An optional login banner to show security warnings/disclaimers etc. at

# login and password recovery etc. HTML may be included for basic formatting,
# For example:

# LOGIN_BANNER = "<h4>Authorised Users Only!</h4>" \

# "Unauthorised use is strictly forbidden."

LOGIN_BANNER = ""

HARHRR A ARA R AR R R AR R A AR AR RRH A ARA AR RB A RRRAARA A RRA A ARRAARB AR AR RAARA AR AR A A
# Log settings
HHHHRHHHRAH A RAA R AR AR RAR A RRA AR RAR A RAR B RAA B RAR A RAABARA B RAR A RAA A RABBRARAH

# Debug mode?
DEBUG = False

# Application log level - one of:
#  CRITICAL 50

(continues on next page)
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#  ERROR 40
#  WARNING 30
# SQL 25
# INFO 20
#  DEBUG 10
#  NOTSET 0

CONSOLE_LOG_LEVEL = logging.WARNING
FILE_LOG_LEVEL = logging.WARNING

# Log format.
JSON_LOGGER = False
CONSOLE_LOG_FORMAT_JSON = OrderedDict([

("time", "asctime"),
("message", "message"),
("level", "levelname")

D

FILE_LOG_FORMAT_JSON = OrderedDict([
("time", "asctime"),
("message", "message'),
("level", "levelname")

D

CONSOLE_LOG_FORMAT = '%(asctime)s: %(levelname)s\t%(name)s:\t%(message)s'
FILE_LOG_FORMAT = '%(asctime)s: %(levelname)s\t%(name)s:\t%(message)s'

# Log file name. This goes in the data directory, except on non-Windows
# platforms in server mode.
if SERVER_MODE and not IS_WIN:
LOG_FILE = os.path.join('/var/log', APP_PATH, APP_SHORT_NAME + '.log')
else:
LOG_FILE = os.path.join(DATA_DIR, APP_SHORT_NAME + '.log')

# Log rotation setting

# Log file will be rotated considering values for LOG_ROTATION_SIZE

# & LOG_ROTATION_AGE. Rotated file will be named in format

# - LOG_FILE.Y-m-d_H-M-S

LOG_ROTATION_SIZE = 10 # In IMBs

LOG_ROTATION_AGE = 1440 # In minutes

LOG_ROTATION_MAX_LOG_FILES = 90 # Maximum number of backups to retain
BRRHRAA A A A AR AR A A AR AR A A AR BRI A A AR AR A A
# Server Connection Driver Settings

HARAH A A A AR AR R A A AR AR AR A AR AARRRAAAA A A A AR AR AR AAA

# The default driver used for making connection with PostgreSQL
PG_DEFAULT_DRIVER = 'psycopg3'

# Maximum allowed idle time in minutes before which releasing the connection
# for the particular session. (in minutes)

MAX_SESSION_IDLE_TIME = 60

(continues on next page)
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B L e 2 e
# External Database Settings
#
# All configuration settings are stored by default in the SQLite database.
# In order to use external databases like PostgreSQL sets the value of
# CONFIG_DATABASE_URI like below:
# dialect+driver://username:password@host:port/database
#
# PostgreSQL:
# postgresql://username:password@host:port/database
# Specify Schema Name
# postgresql://username:password@host:port/database?options=-csearch_path=pgadmin
# Using PGPASS file
# postgresql://username@host :port?options=-csearch_path=pgadmin
HAHARH R R RA AR A AR RH AR A AR A RA AR AR RA AR AR RH AR RH AR AR AR A RA AR RAA RS AR AR AH
CONFIG_DATABASE_URI = "'

BRI AR R AR R AR AR AR RRARRA AR AR
# User account and settings storage
HARH AR HRHARH AR RAARA AR RHARH AR RH AR AR RAARA AR RA AR RRARA AR AR A RA AR AR AR

# The default path to the SQLite database used to store user accounts and
# settings. This default places the file in the same directory as this
# config file, but generates an absolute path for use througout the app.
SQLITE_PATH = env('SQLITE_PATH') or \

os.path. join(DATA_DIR, APP_SHORT_NAME + '.db")

# SQLITE_TIMEOUT will define how long to wait before throwing the error -

# OperationError due to database lock. On slower system, you may need to change
# this to some higher value.

# (Default: 500 milliseconds)

SQLITE_TIMEOUT = 500

# Allow database connection passwords to be saved if the user chooses.
# Set to False to disable password saving.
ALLOW_SAVE_PASSWORD = True

# Maximum number of history queries stored per user/server/database
MAX_QUERY_HIST_STORED = 20

i i i i e g
# Server-side session storage path

#

# SESSION_DB_PATH (Default: $HOME/.pgadmin4/sessions)

HRRBBHHHBRRRRRRR BB HRRRRRRR BB RRRRRRRR BB RRHRRRRRR BB RRRRRRRRR BB H A

lle use SQLite for server-side session storage. There will be one

#
#
# SQLite database object per session created.

#

# Specify the path used to store your session objects.
#
#

If the specified directory does not exist, the setup script will create

(continues on next page)
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it with permission mode 700 to keep the session database secure.

#

#

# On certain systems, you can use shared memory (tmpfs) for maximum
# scalability, for example, on Ubuntu:
#
#
#

SESSION_DB_PATH = '/run/shm/pgAdmin4_session'

e
SESSION_DB_PATH = os.path.join(DATA_DIR, 'sessions')

SESSION_COOKIE_NAME = 'pga4_session'

# Session digest method
SESSION_DIGEST_METHOD = 'hashlib.shal’

HRHARH R R RAARH AR RAARH AR RARRARAARA A AR RAARH AR A RHARA AR AR RA AR RAARA AR RAAH
# Mail server settings
HARHARHRA ARG AR RRARHBRARRARH AR RA ARG ARARRARHARARRARSRUA RS ARG RRAREARAABAHAS A

# These settings are used when running in web server mode for confirming
# and resetting passwords etc.

# See: http://pythonhosted.org/Flask-Mail/ for more info

MATL_SERVER = 'localhost'

MAIL_PORT = 25

MAIL_USE_SSL = False

MAIL_USE_TLS = False

MAIL_USERNAME = ''

MAIL_PASSWORD = ''

MAIL_DEBUG = False

# Flask-Security overrides Flask-Mail's MAIL_DEFAULT_SENDER setting, so
# that should be set as such:
SECURITY_EMAIL_SENDER = 'no-reply@localhost'

i i
# Mail content settings
i i i i i

# These settings define the content of password reset emails
SECURITY_EMAIL_SUBJECT_PASSWORD_RESET = "Password reset instructions for %s" \
% APP_NAME
SECURITY_EMAIL_SUBJECT_PASSWORD_NOTICE = "Your %s password has been reset" \
% APP_NAME
SECURITY_EMAIL_SUBJECT_PASSWORD_CHANGE_NOTICE = \
"Your password for %s has been changed" % APP_NAME

o i i e i i i e
# Email address validation
HAH BB R AR AU AR AR ARG RH AR AR ARG RH AR AR AR AR AR AR R G R AR AR AR AR AR AR AR AR AR RA AR RS
CHECK_EMAIL_DELIVERABILITY = False
SECURITY_EMAIL_VALIDATOR_ARGS = \

{"check_deliverability": CHECK_EMAIL_DELIVERABILITY}

(continues on next page)
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ALLOW_SPECTAL_EMATL_DOMAINS = []
# Disables global deliverable check while email validation
GLOBALLY_DELIVERABLE = True
BRRAAA A A A A AR AR AAAAARR R A A AR BRI AA AR AR A A
# Upgrade checks
HARRRRRAARA A A AR AR AR A A AR ARRRARAA A A A AR RRRRARAA A AAAAAAA

# Check for new versions of the application?
UPGRADE_CHECK_ENABLED = True

# Where should we get the data from?
UPGRADE_CHECK_URL = 'https://www.pgadmin.org/versions.json'

# What key should we look at in the upgrade data file?
UPGRADE_CHECK_KEY = 'pgadmin4'

# Which CA file should we use?

# Default to cacert.pem in the same directory as config.py et al.

CA_FILE = os.path.join(os.path.dirname(os.path.realpath(__file__)),
"cacert.pem")

# Check if the detected browser is supported
CHECK_SUPPORTED_BROWSER = True

HARH AR HRHARH AR RAARH AR RAARH AR RH AR AR AR AR AR RA AR AR RA AR AR AR AR AR A RS
# Storage Manager storage url config settings

# If user sets STORAGE_DIR to empty it will show all volumes if platform

# is Windows, '/' if it is Linux, Mac or any other unix type system.

# For example:

# 1. STORAGE_DIR = get_drive("C") or get_drive() # return C:/ by default

# where C can be any drive character such as "D", "E", "G" etc

# 2. Set path manually like

# STORAGE_DIR = "/path/to/directory/"
i
STORAGE_DIR = os.path.join(DATA_DIR, 'storage')

L T v el
Default locations for binary utilities (pg_dump, pg_restore etc)

These are intentionally left empty in the main config file, but are
expected to be overridden by packagers in config distro.py.

A default location can be specified for each database driver ID, in
a dictionary. Either an absolute or relative path can be specified.

Version-specific defaults can also be specified, which will take priority
over un-versioned paths.

In cases where it may be difficult to know what the working directory
is, "$DIR" can be specified. This will be replaced with the path to the
top-level pgAdmin4.py file. For example, on macOS we might use:

HFHOoR T T T W W R W R W W W™ R

(continues on next page)
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#

# $DIR/../../SharedSupport

#
e
DEFAULT_BINARY_PATHS = {

" n nn

pg: )
"pg-13":
"pg-14":
"pg-15":
"pg-16":
"pg-17":
"pg-18":
"ppas":

nn

nn

nn

nn

nn

nn

"
’

"ppas-13":
"ppas-14":
"ppas-15":
"ppas-16":
"ppas-17":
"ppas-18":

nn

nn

nn

nn

nn

g

# Admin can specify fixed binary paths to prevent users from changing.
# It will take precedence over DEFAULT_BINARY_PATHS.

FIXED_BINARY_PATHS = {

" n nn

pg )
"pg-13":
"pg-14":
"pg-15":
"pg-16":
"pg-17":
"pg-18":
"ppas":

nn

nn

nn

nn

nn

"
’

"ppas-13":
"ppas-14":
"ppas-15":
"ppas-16":
"ppas-17":
"ppas-18":

’

nn

nn

nn

nn

nn

nn

HAHRHRAR AR AR AR ARG RA AR R AR AR A A RA AR R AR R AR AAAA R AR AR AR AR AR AR A RAR AR RA A AR
# Test settings - used primarily by the regression suite, not for users
i B

# The default path for SQLite database for testing
TEST_SQLITE_PATH = os.path.join(DATA_DIR, 'test_pgadmin4.db')

HARH AR HRHARH AR RAARH AR RH AR AR RA AR AR AR AR AR A RA AR AR A RA AR AR A RA AR AR AR
# Allows flask application to response to the each request asynchronously

(continues on next page)
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HRRRRRRRRARARRRRRRARRRAAAR AR R RARRRARARR AR RARRARARRRRRRAARRARARRRA RS
THREADED_MODE = True

HARH AR HRHARH AR RHARA AR RHARA AR RH AR AR AR A RA AR RA AR A AR RA AR AR A RA AR AR AR
# Do not allow SQLALCHEMY to track modification as it is going to be

# deprecated in future

RARBARA AR ARG A RARRARR AR ARARRRRARB ARG ARARR ARG ARARRRRSRRARG ARG ARARR AR ARAFSA
SQLALCHEMY_TRACK_MODIFICATIONS = False

HARH AR HRHARH AR RAARA AR RHARH AR RHARA AR RAARA AR RA AR A AR RA AR AR A RA AR RAA RS
# Number of records to fetch in one page in query tool when query result

# set is large and is divided in multiple pages

HARH AR HRHARH AR A RHARA AR RHARH AR AR AR AR A RA AR AR A RA AR AR AR AR AR AR AR AR AR
DATA_RESULT_ROWS_PER_PAGE = 1000

HRHARH R R RAARH AR RH A AR AR RA AR RAARAARA AR RAARARAARH AR AR RA AR RAARA AR RAAA
# Allow users to display Gravatar image for their username in Server mode
HARHARHRH ARG AR RRARHBHAHRARH AR RA ARG ARARRARS AR RRRRSRUARGARSRAAREARAABAHAS A
SHOW_GRAVATAR_IMAGE = True

HRHARHHRARHARH AR RA AR A AR RAARA AR RA AR RAARA AR RHARA AR RAARA AR RAARA AR AR A
# Set cookie path and options
RABBARARBARGARARRARR AR ARARRRRARB ARG ARARB ARG ARARR ARSI RRARG ARG ARARB AR A ARAFSA
COOKIE_DEFAULT_PATH = '/’

COOKIE_DEFAULT_DOMAIN None

SESSION_COOKIE_DOMAIN = None

SESSION_COOKIE_SAMESITE = 'Lax'

SESSION_COOKIE_SECURE = False

SESSION_COOKIE_HTTPONLY = True

HARHARHRH AR A AR RHARA AR RA AR A RHARH AR AR RA AR AR RA AR RAARA AR AR AR AR AR AR
# Skip storing session in files and cache for specific paths
B e A e e
SESSION_SKIP_PATHS = [

'/misc/ping’

]

i
# Session expiration support

BB A A HHAAR BRI HAAARRRRRAAAAR A A AAARRRRARAARRBA A A AARRRRAAAAA
# SESSION_EXPIRATION_TIME is the interval in Days. Session will be

# expire after the specified number of *days*.

SESSION_EXPTRATION_TIME = 1

# Make SESSION_EXPIRATION_TIME to 1 week in DESKTOP mode
if not SERVER_MODE:
SESSION_EXPIRATION_TIME = 7

# CHECK_SESSION_FILES_INTERVAL is interval in Hours. Application will check

# the session files for cleanup after specified number of *hours¥®.
CHECK_SESSION_FILES_INTERVAL = 24

(continues on next page)
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USER_INACTIVITY_TIMEOUT is interval in Seconds. If the pgAdmin screen is left
unattended for <USER_INACTIVITY_TIMEOUT> seconds then the user will
be logged out. When set to 0, the timeout will be disabled.
If pgAdmin doesn't detect any activity in the time specified (in seconds),
the user will be forcibly logged out from pgAdmin. Set to zero to disable
the timeout.
Note: This is applicable only for SERVER_MODE=True.
USER_INACTIVITY_TIMEOUT = 0

HHOH W R W W R

# OVERRIDE_USER_INACTIVITY_TIMEOUT when set to True will override

# USER_INACTIVITY_TIMEOUT when long running queries in the Query Tool

# or Debugger are running. When the queries complete, the inactivity timer
# will restart in this case. If set to False, user inactivity may cause

# transactions or in-process debugging sessions to be aborted.
OVERRIDE_USER_INACTIVITY_TIMEOUT = True

B e 2 e
# SSH Tunneling supports only for Python 2.7 and 3.4+

HARH AR AR ARH AR AR A RH AR RHARH AR RH AR AR AR AR AR A RA AR AR AR AR AR A RA AR AR AR
SUPPORT_SSH_TUNNEL = True

# Allow SSH Tunnel passwords to be saved if the user chooses.

# Set to False to disable password saving.

ALLOW_SAVE_TUNNEL_PASSWORD = False

i i i i
# Master password is used to encrypt/decrypt saved server passwords

# Applicable for desktop mode only

HAHRH R AR AR HAHRARA AR R A RAARHRARA R AR AR R RARA R R AA R AR AA ARG RA AR AR RARAHRARARARAS
MASTER_PASSWORD_REQUIRED = True
i

HRHARH R R RAA AR AR RH A AR AR RA AR AR RAARARAARA AR RHARA AR AR RA AR RAARA AR RAAA
# Allow to save master password which is used to encrypt/decrypt saved

# passwords in the os level secret like Keychain, password store etc.

# Disabling this will require user to enter master password

# if MASTER_PASSWORD_REQUIRED is set to True. Note: this is applicable only
# in case of Desktop mode.

B T B e e B
USE_OS_SECRET_STORAGE = True

HHBHRRA AR AR AR AR AR ARG AA AR ARG ARRAAAARAA AR A

# pgAdmin encrypts the database connection and ssh tunnel password using a
master password or pgAdmin login password (for other authentication sources)
before storing it in the pgAdmin configuration database.

Below setting is used to allow the user to specify the path to a script
or program that will return an encryption key which will be used to
encrypt the passwords. This setting is used only in server mode when
auth sources are oauth, Kerberos, and webserver.

You can pass the current username as an argument to the external script
by specifying %u in config value.

R O T R W W W R R

(continues on next page)
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# E.g. - MASTER_PASSWORD_HOOK = '<PATH>/passwdgen_script.sh %u'
RAHRRHHHRAA R RAA R RAR AR RARARAA AR RAR B RAADRAAB A RAR B RAA A RARARARDRRABHRARBRARAR
MASTER_PASSWORD_HOOK = None

B

# Allows pgAdmin4 to create session cookies based on IP address, so even

# if a cookie is stolen, the attacker will not be able to connect to the

# server using that stolen cookie.

# Note: This can cause problems when the server is deployed in dynamic IP
# address hosting environments, such as Kubernetes or behind load

# balancers. In such cases, this option should be set to False.
RARBHRAHHHHHHARRRRRARAARHRR AR AAARRRRRRARARRR A A AAR R AR AAARRRRAAAAA
ENHANCED_COOKIE_PROTECTION = True

Fdidddg it i i g it g il s difn Fibisid
# External Authentication Sources
HARBBHHHBRRRRRRR BB RRRHRRRR BB RRRRRRRR BB HRHRRRRRR BB B RRRRRRRR BB HAH

# Default setting is internal

# External Supported Sources: ldap, kerberos, oauth2

# Multiple authentication can be achieved by setting this parameter to

# ['ldap', 'internal'] or ['oauth2', 'internal'] or

# ['webserver', 'internal'] etc.

# pgAdmin will authenticate the user with ldap/oauth2 whatever first in the

# list, in case of failure the second authentication option will be considered.

AUTHENTICATION_SOURCES = ['internal']

HARH AR RHARH AR RHARA AR RHARH AR RH AR AR RA AR AR RA AR AR RA AR AR AR AR AR AR
# MAX_LOGIN_ATTEMPTS which sets the number of failed login attempts that

# are allowed. If this value is exceeded the account is locked and can be
# reset by an administrator. By setting the variable to the value zero

# this feature is deactivated.

HARH AR AR ARH AR RAARH AR RH AR AR RA AR AR AR AR AR RA AR AR A RA AR AR A RA AR AR AR
MAX_LOGIN_ATTEMPTS = 3

B T B e e B
# Only consider password to check the failed login attempts, email is

# excluded from this check

LOGIN_ATTEMPT_FIELDS = [ 'password']

HRHARHH R RAARA AR A RH AR A AR A RA AR AR RA AR AR A RH AR RHARA AR AR A RA AR RAARA AR AR AH
# LDAP Configuration

# After ldap authentication, user will be added into the SQLite database
# automatically, if set to True.

# Set it to False, if user should not be added automatically,

# in this case Admin has to add the user manually in the SQLite database.
LDAP_AUTO_CREATE_USER = True

# Connection timeout

(continues on next page)
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LDAP_CONNECTION_TIMEOUT = 10

# Server connection details (REQUIRED)
# example: ldap://<ip-address>:<port> or ldap://<hostname>:<port>
LDAP_SERVER_URI = 'ldap://<ip-address>:<port>'

# The LDAP attribute containing user names. In OpenLDAP, this may be 'uid’
# whilst in AD, 'sAMAccountName' might be appropriate. (REQUIRED)
LDAP_USERNAME_ATTRIBUTE = '<User-id>'

HRHARH R R RAARH AR RHARHRRARAARA AR RAARARAARA R AR RHBARA AR AR RH AR AR RH AR RAAA
# 3 ways to configure LDAP as follows (Choose anyone):

# 1. Dedicated User binding

# LDAP Bind User DN Example: cn=username,dc=example,dc=com

# Set this parameter to allow the connection to bind using a dedicated user.
# After the connection is made, the pgadmin login user will be further

# authenticated by the username and password provided

# at the login screen.

LDAP_BIND_USER = None

# LDAP Bind User Password
LDAP_BIND_PASSWORD = None

# OR ##AH#ARH AR RAARARHARAA
# 2. Anonymous Binding

# Set this parameter to allow the anonymous bind.
# After the connection is made, the pgadmin login user will be further
# authenticated by the username and password provided

LDAP_ANONYMOUS_BIND = False

# OR #H##HARHAHARH AR A AR AHRH
# 3. Bind as pgAdmin user

# BaseDN (REQUIRED)

# AD example:

# (&(objectClass=user) (memberof=CN=MYGROUP, CN=Users,dc=example,dc=com))
# OpenLDAP example: CN=Users,dc=example,dc=com

LDAP_BASE_DN = '<Base-DN>'

# Configure the bind format string

# Default: LDAP_BIND_FORMAT="

# {LDAP_USERNAME_ATTRIBUTE}={LDAP_USERNAME} , {LDAP_BASE_DN}"

# The current available options are:

# LDAP_USERNAME_ATTRIBUTE, LDAP_USERNAME, LDAP_BASE_DN

# Example: LDAP_BIND_FORMAT="myldapuser@sales.example.com"

# LDAP_BIND_FORMAT="NET\\myldapuser"

LDAP_BIND_FORMAT = '{LDAP_USERNAME_ATTRIBUTE}={LDAP_USERNAME},{LDAP_BASE_DN}'

(continues on next page)
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HRRRRRRRRARARRRRRRARRRAAAR AR R RARRRARARR AR RARRARARRRRRRAARRARARRRA RS

# Search ldap for further authentication (REQUIRED)
# It can be optional while bind as pgAdmin user
LDAP_SEARCH_BASE_DN = '<Search-Base-DN>'

# The LDAP attribute indicates whether the DN (Distinguished Names)
# are case sensitive or not
LDAP_DN_CASE_SENSITIVE = False

# Filter string for the user search.

# For OpenLDAP, '(cn=*)' may well be enough.

# For AD, you might use '(objectClass=user)' (REQUIRED)
LDAP_SEARCH_FILTER = '(objectclass=%)'

# Search scope for users (one of BASE, LEVEL or SUBTREE)
LDAP_SEARCH_SCOPE = 'SUBTREE'

# Use TLS? If the URI scheme is ldaps://, this is ignored.
LDAP_USE_STARTTLS = False

# TLS/SSL certificates. Specify if required, otherwise leave empty
LDAP_CA_CERT_FILE v

LDAP_CERT_FILE = '
LDAP_KEY_FILE = ''

# TLS/SSL certificate Validation (True/False),

# Make it false if certificate validation is not required.
LDAP_CERT_VALIDATE = True

HARH AR HRHARH AR RHARA AR RHARA AR RA AR AR RA AR AR RA AR AR A RA AR AR A RA AR AR AR

# Some flaky LDAP servers returns malformed schema. If True, no exception
# will be raised and schema is thrown away but authentication will be done.
# This parameter should remain False, as recommended.
LDAP_IGNORE_MALFORMED_SCHEMA = False

HAHARH AR RAARH AR RAARH AR RA AR AR RA AR AR RA AR RHARA AR AR A RA AR AR A RA AR AR A
# Kerberos Configuration
RABB AR ARG ARGARARRARR AR ARBRRRRARB ARG ARARR ARG ARARR ARSI RRARG ARG ARARB AR ARAFSA

KRB_APP_HOST_NAME = DEFAULT_SERVER

# If the default_keytab_name is not set in krb5.conf or
# the KRB_KTNAME environment variable is not set then, explicitly set
# the Keytab file

KRB_KTNAME = '<KRB5_KEYTAB_FILE>'

# After kerberos authentication, user will be added into the SQLite database
# automatically, if set to True.

# Set it to False, if user should not be added automatically,

# in this case Admin has to add the user manually in the SQLite database.

(continues on next page)
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(continued from previous page)

KRB_AUTO_CREATE_USER = True
KERBEROS_CCACHE_DIR = os.path.join(DATA_DIR, 'krbccache')

RERH AR AH R G R AR AR AR AR R A RH AR AR AR AR AR AR AR R AU AR AR RA AR AR AR AR AR AR AR AR AR AR AR AR A
# Create local directory to store azure credential cache
B

AZURE_CREDENTIAL_CACHE_DIR = os.path.join(DATA_DIR, 'azurecredentialcache')

RABBARA AU ARG ARARRARG AR AR ARSI AR BB A RS ARARB ARG ARARR AR RRA BB A RS AR ARG AR A ARAFSA
# OAuth2 Configuration
HARH AR RHARH AR RHARA AR RHARH AR AR AR AR RA AR AR RA AR AR AR AR AR A RA AR AR AR

# Multiple OAUTH2 providers can be added in the list like [{...},{...}]
# All parameters are required

OAUTH2_CONFIG = [
{
# The name of the of the oauth provider, ex: github, google
'OAUTH2_NAME': None,
# The display name, ex: Google
'OAUTH2_DISPLAY_NAME': '<Oauth2 Display Name>',
# Oauth client id
'OAUTH2_CLIENT_ID': None,
# Oauth secret
'"OAUTH2_CLIENT_SECRET': None,
# URL to generate a token,
# Ex: https://github.com/login/oauth/access_token
'OAUTH2_TOKEN_URL': None,
# URL is used for authentication,
# Ex: https://github.com/login/oauth/authorize
'"OAUTH2_AUTHORIZATION_URL': None,
# server metadata url might optional for your provider
'OAUTH2_SERVER_METADATA_URL': None,
# Oauth base url, ex: https://api.github.com/
'OAUTH2_API_BASE_URL': None,
# Name of the Endpoint, ex: user
"OAUTH2_USERINFO_ENDPOINT': None,
# Oauth scope, ex: 'openid email profile'
# Note that an 'email' claim is required in the resulting profile
'OAUTH2_SCOPE': None,
# The claim which is used for the username. If the value is empty the
# email is used as username, but if a value is provided,
# the claim has to exist.
'OAUTH2_USERNAME_CLAIM': None,
# Font-awesome icon, ex: fa-github
'OAUTH2_ICON': None,
# UI button colour, ex: #0000ff
'OAUTH2_BUTTON_COLOR' : None,
# The additional claims to check on user ID Token or Userinfo response.

(continues on next page)
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(continued from previous page)

# This is useful to provide additional authorization checks
# before allowing access.
# Example for GitLab: allowing all maintainers teams, and a specific
# developers group to access pgadmin:
# 'OAUTH2_ADDITIONAL_CLAIMS': {
# ‘https://gitlab.org/claims/groups/maintainer': [
'kuberheads/applications’,
'kuberheads/dba’,
'kuberheads/support'’
s
‘https://gitlab.org/claims/groups/developer': [
'kuberheads/applications/team@®1'
s
}
Example for AzureAD:
'OAUTH2_ADDITIONAL_CLAIMS': {
'groups': ["0760b6cf-170e-4a14-91b3-4b78e0739963"],
'wids': ["cflc38e5-3621-4004-a7cb-879624dced7c"],

FHoFH O W W W B R R R W% W

# }
'OAUTH2_ADDITIONAL_CLAIMS': None,
# Set this variable to False to disable SSL certificate verification
# for OAuth2 provider.
# This may need to set False, in case of self-signed certificates.
# Ref: https://github.com/psf/requests/issues/6071
'OAUTH2_SSL_CERT_VERIFICATION': True,
# set this variable to invalidate the session of the oauth2 provider
# Example for keycloak:
# 'OAUTH2_LOGOUT_URL':
# 'https://example.com/realms/master/protocol/openid-connect/logout?post_logout_
—redirect_uri={redirect_uri}&id_token_hint={id_token}'
'OAUTH2_LOGOUT_URL': None
}
]

# After Oauth authentication, user will be added into the SQLite database
# automatically, if set to True.

# Set it to False, if user should not be added automatically,

# in this case Admin has to add the user manually in the SQLite database.

OAUTH2_AUTO_CREATE_USER = True

B i i i i
# Webserver Configuration

HAHRHR AR AR AR AH ARG RA AR R AR AR A A BB AR A AR R AR AR AA R RAR AR AR AR AR AR A RAR AR RA AR RS
WEBSERVER_AUTO_CREATE_USER = True

# REMOTE_USER variable will be used to check the environment variable

# is set or not first, if not available,

# request header will be checked for the same.
# Possible values: REMOTE_USER, HTTP_X_FORWARDED_USER, X-Forwarded-User

(continues on next page)
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(continued from previous page)

WEBSERVER_REMOTE_USER = 'REMOTE_USER'

HARH AR AR ARH AR RHARH AR RHARH AR RH AR AR AR AR AR RA AR AR AR AR AR AR AR SRR AR
# Two-factor Authentication Configuration
HAHARHHRARAARH AR RH AR A AR A RAARA AR RA AR AR RH AR RHARA AR AR A RA AR RAARA AR AR A

# Set it to True, to enable the two-factor authentication
MFA_ENABLED = True

# Set it to True, to ask the users to register forcefully for the
# two-authentication methods on logged-in.
MFA_FORCE_REGISTRATION = False

# pgAdmin supports Two-factor authentication by either sending an one-time code
# to an email, or using the TOTP based application like Google Authenticator.
MFA_SUPPORTED_METHODS = ["email", "authenticator"]

# NOTE: Please set the 'Mail server settings' to use 'email' as two-factor
# authentication method.

# Subject for the email verification code
# Default: <APP_NAME> - Verification Code
# e.g. pgAdmin 4 - Verification Code
MFA_EMAIL_SUBJECT = None

HRHARH R R RAARH AR A RH AR A AR A RA AR AR RA AR AR RA AR RH AR AR AR A RA AR RAARA AR AR AH
# PSQL tool settings

RABBARA ARG ARGARAARARG AR AR BRR AR BB ARG ARARB ARG ARARR ARG RRARGA RS AR ARD AR A ARAFSA
# This will enable PSQL tool in pgAdmin when running in server mode.

# PSQL is always enabled in Desktop mode, however in server mode it is

# disabled by default because users can run arbitrary commands on the

# server through it.

ENABLE_PSQL = False

HARH AR AR ARH AR A RAARH AR RH AR AR RA AR AR AR AR AR A RA AR AR A RA AR AR A RA AR AR AR
# ENABLE_BINARY_PATH_BROWSING setting is used to enable the browse button
# while selecting binary path for the database server in server mode.

# In Desktop mode it is always enabled and setting is of no use.

BB R R R R R A R R R e e e R R et
ENABLE_BINARY_PATH_BROWSING = False

HRHARH R R RAA R A AR A RH AR A AR RA AR AR A RA AR AR RA AR RHARA AR AR ARA AR AR A RA AR AR A

# In server mode, the SHARED_STORAGE setting is used to enable shared storage.
# Specify the name, path, and restricted_access values that should be shared
# between users. When restricted_access is set to True, non-admin users cannot
# upload/add, delete, or rename files/folders in shared storage, only admins
# can do that. Users must provide the absolute path to the folder, and the name
# can be anything they see on the user interface.

# [{ 'name': 'Shared 1', 'path': '/shared_folder',

# 'restricted_access': True/False}]

HARH AR HRHARH AR RHARH AR AR AR AR RH AR AR RA AR AR A RA AR AR A RH AR AR AR AR AR AR
SHARED_STORAGE = []

(continues on next page)
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(continued from previous page)

HARHRRHRA ARG RHARR ARG AR ARRARARARRHRRARA ARG RH ARG AR AR ARHARARRARSRRARA A RS RA ARG AH
# AUTO_DISCOVER_SERVERS setting is used to enable the pgAdmin to discover the
# database server automatically on the local machine.

# When it is set to False, pgAdmin will not discover servers installed on

# the local machine.

HARBARHRHARH AR RARRH AR AR RA AR AR AR AR AR AR AR AH AR AR AA AR AR AR AR AR RABRARA
AUTO_DISCOVER_SERVERS = True

HARH AR RHARH AR RHARARAARH AR RAARA AR RA AR AR A RA AR AR RA AR RA AR AR A RA AR RHA RS A
# SERVER_HEARTBEAT TIMEOUT is used to send the server heartbeat to server

# from the client. This will resolve the orphan database issue once

# browser tab is closed.

HARH AR HRHARH AR A RH AR RAARA AR RH AR AR RA AR AR A RH AR AR A RA AR SRR AR AR AR AR AR AR A
SERVER_HEARTBEAT_TIMEOUT = 30 # In seconds

B B e v
# ENABLE_SERVER_PASS_EXEC_CMD is used to enable/disable Password exec command
# field in server properties. This is used to specify a shell command to be
# executed to retrieve a password to be used for server authentication.

# This setting is applicable only for server mode.
B v v
ENABLE_SERVER_PASS_EXEC_CMD = False

HARH AR RHARH AR A RH AR AR A RH AR AR AR AR AR AR AR A RH AR AR AR AR RA AR AR AR AR AR AR A
# Maximum number of Tags allowed on a server node

HRHFRH R A RAARH AR RH AR RHARA AR RAARH AR RAARARAARA AR RABRA AR RAARH AR RAARARAARAA
MAX_SERVER_TAGS_ALLOWED = 5

HARH AR HRHARH AR A RH AR RAARH AR RAARH AR RA AR AR AR AR AR AR AR RA AR AR AR AR AR AR A
# Number of records to fetch in one batch for server logs.
HRHHRHHH A RAARH AR RH AR RAARH AR RAARH AR RAARA BRI RA AR RAARA AR RAARA AR RA AR RAARAA

ON_DEMAND_LOG_COUNT = 10000

HARH AR RHARH AR A RHARARAARH AR RA AR A AR RA AR RHARA AR RAARA AR RA AR AR AR AR AR AR A
# Patch the default config with custom config and other manipulations
B v
from pgadmin.evaluate_config import evaluate_and_patch_config

locals() .update(evaluate_and_patch_config(locals()))

1.1.2 Desktop Deployment

pgAdmin may be deployed as a desktop application by configuring the application to run in desktop mode and then
utilising the desktop runtime to host the program on a supported Windows, Mac OS X or Linux installation.

The desktop runtime is a standalone application that when launched, runs the pgAdmin server and opens a window to
render the user interface.

(o Note W
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Pre-compiled and configured installation packages are available for a number of platforms. These packages should
be used by end-users whereever possible - the following information is useful for the maintainers of those packages
and users interested in understanding how pgAdmin works.

> See also

For detailed instructions on building and configuring pgAdmin from scratch, please see the README file in the
top level directory of the source code. For convenience, you can find the latest version of the file here, but be aware
that this may differ from the version included with the source code for a specific version of pgAdmin.

Configuration

From pgAdmin 4 v2 onwards, the default configuration mode is server, however, this is overridden by the desktop
runtime at startup. In most environments, no Python configuration is required unless you wish to override other default
settings.

See The config.py File for more information on configuration settings.

Desktop Runtime Standalone Application

The Desktop Runtime is based on Electron which integrates a browser and the Python server creating a standalone
application.

] poAdmin 4

[]
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Runtime Menu Items

Settings...

Reset Layout

! View Logs...

Configure runtime...

Hide pgAdmin 4
Hide Others

Quit pgAdmin 4

Use the File Menu to access the runtime menu items:

Option Action

View logs. .. Click to open the view log dialog to view the pgAdmin 4 logs.

Configure run-  Click to open configuration dialog to configure fixed port, port number and connection time-
time. .. out.

Configuration Dialog

Use the Configure runtime. .. option to access the Configuration dialog:
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@] pgAdmin 4 Runtime Configuration

Fixed Port

By default, pgAdmin uses a random port number to ensure it can always run
successfully. If you need to use a predictable port number, you can set one here.
MNote that if the port is already in use, the application will be unable to start.

Fixed port number? [ ] Port Number 5050

Connection Timeout

Connection Timeout will define how long to wait for the pgAdmin server to start
before throwing an error. By default, pgAdmin will wait for 90 seconds.

Timeout = 181 seconds

Open Documentation

By checking this option, all documentation links will open in the default browser
instead of a new window.

QOpen Documentation in Default Browser?

Following are the details of the Fixed port number?, Port Number, Connection Timeout, and ‘Open Documentation in
Default Browser?’ configuration parameters:

Key Type Purpose
FixedPort Boolean Use a fixed network port number rather than a random one.
PortNumber Integer The port number to use, if using a fixed port.
ConnectionTimeout Integer The number of seconds to wait for application server startup.
Open Documentation in De- Boolean By checking this option, all documentation links will open in the
fault Browser default browser instead of in a new window.

Log dialog

Use the File Menu to access the View Logs dialog:
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] pgAdmin 4 Log
Server Log: (/Usersfadityatoshniwal/Library/Application Support/pgadmind/pgadmin4.1730697921045.log)

poAdmin Runtime Environment
Python Path: "/Users/adityatoshniwal/venv/pypg312/bin/python"
Runtime Config File: "/Users/adityatoshniwal/Library/Application Support/pgadmind/config. json”
Webapp Path: "/Users/adityatoshniwal/projects/pgadmind/web/pgAdmind. py"
pgAdmin Command: "/Users/adityatoshniwal/venv/pypg312/bin/python -s
/Users/adityatoshniwal/projects/pgadmind/web/pgAdmind. py"
Environment:

= COMMAND_MODE: unix2@@3

- CPPFLAGS: -I/opt/homebrew/opt/openssl@3.3/include

- HOME: /Users/adityatoshniwal

—~ LDFLAGS: -L/opt/homebrew/opt/openssl@3.3/lib

—~ LOGNAME: adityatoshniwal

= LaunchInstanceID: 51AAD9CC-3357-4E44-A7D@-F27C6AABL110F

- MallocNanoZone: @

— OLDPWD: /

— ORIGINAL_XDG_CURRENT_DESKTOP: undefined

- PATH:
/Library/Frameworks/Python. framework/Versions/3.9/bin:/Library/Frameworks/Python. framework/Vers
ions/3.12/bin:/opt/homebrew/bin: /usr/local/bin: /System/Cryptexes/App/usr/bin: fusr/bin: /bin:/usr
/sbin:/sbin:/var/run/com.apple.security.cryptexd/codex.system/bootstrap/usr/local/bin: /var/run/
com.apple.security.cryptexd/codex.system/bootstrap/usr/bin:/var/run/com.apple.security.cryptexd

Click on the Reload button at the bottom to view the latest logs of pgAdmin 4 Server.

When executed, the runtime will automatically try to execute the pgAdmin Python application. If execution fails, it will
prompt you with error message displaying a Configure button at the bottom. You can configure a fixed port number to

avoid clashes of the default random port number with other applications and a connection timeout if desired.

L Fatal Error
The pgAdmin 4 server could not be contacted:

pgAdmin Runtime Environment
Python Path: "/Users/adityatoshniwal/venv/pypa312/bin/pytho"
Runtime Config File: "/Users/adityatoshniwal/Library/Application Support/pgadmind/config.json"
Webapp Path: "/Users/adityateshniwal/projects/pgadmind/web/pgAdmind. py"
pgAdmin Command: "/Users/adityatoshniwal/venv/pypg312/bin/pytho -s
/Users/adityatoshniwal/projects/pgadmind/web/pgAdmind. py"
Environment:

- COMMAND_MODE: unix2@@3
CPPFLAGS: -I/opt/homebrew/opt/openssl@3.3/include

- HOME: fUsers/adityatoshniwal

- LDFLAGS: -L/opt/homebrew/opt/openssl@3.3/lib

- LOGNAME: adityatoshniwal

- LaunchInstanceID: 51AAD9CC-3357-4E44-A7D@-F27C6AAB11GF

- MallocManoZone: @

- OLDPWD: /

— ORIGINAL_XDG_CURRENT_DESKTOP: undefined

= PATH:
/Library/Frameworks/Python. f ramework/Versions/3.9/bin:/Library/Frameworks/Python. framework/Vers
ions/3.12/bin:/opt/homebrew/bin: fusr/local/bin: /System/Cryptexes/App/usr/bin: fusr/bin:/bin:/usr
/sbin:/sbin: /var/run/com, apple.security.cryptexd/codex.system/bootstrap/usr/local/bin: /var/run/

If the error is related to Python Path or pgAdmin Python file then you need to create a file named ‘dev_config.json’ and
specify the following entries:

{

"pythonPath": "/path/to/python.exe",
"pgadminFile": "/path/to/pgAdmin4.py"

Note that the dev_config.py file should only be required by developers who are working outside of a standard installation.

The configuration settings are stored in runtime_config.json file, which will be available on Unix systems (~/.lo-

cal/share/pgadmin/), on Mac OS X (~/Library/Preferences/pgadmin), and on Windows (7%0cAPPDATA%/pgadmin).

1.1. Deployment
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For details on the auto-update system for the desktop application, see

Auto-Update of pgAdmin 4 Desktop Application

pgAdmin 4’s desktop application includes an automated update system built using Electron’s autoUpdater module.
This feature enables users to receive and install updates seamlessly, ensuring they always have access to the latest
features and security fixes.

Supported Platforms

¢ macOS: Fully supported with automatic updates enabled by default
* Windows: Not supported

* Linux: Not supported

Update Process Overview

1. Check for Updates:
¢ Automatic check on application startup
* Manual check available via pgAdmin 4 menu > Check for Updates
» Uses Electron’s autoUpdater API to query update server
2. Download Process:
» Updates download automatically when detected
* Progress shown via notifications
* Background download prevents interruption of work
3. Installation Flow:
* User prompted to Install & Restart or Restart Later when update ready
» Update applied during application restart

The flow chart for the update process is as follows:
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Platform
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User Interface Components

1. Notification Types:
» Update available
* Download progress
» Update ready to install
¢ Error notifications
2. Menu Integration:
» Check for Updates option in pgAdmin 4 menu

* Restart to Update option when update available

Error Handling

The system includes comprehensive error handling:
1. Network Errors:
» Connection timeouts
* Download failures
 Server unavailability
2. Installation Errors:
* Corrupted downloads
3. Recovery Mechanisms:
* Fallback to manual update

* Error reporting to logs

Security Considerations

The update system implements below security measures:
1. Secure Communication:

* Protected update metadata

Platform-Specific Notes

1. macOS:
» Uses native update mechanisms

* Requires signed packages

30
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References

* Electron autoUpdater API Documentation

1.1.3 Server Deployment

pgAdmin may be deployed as a web application by configuring the app to run in server mode and then deploying it
either behind a webserver running as a reverse proxy, or using the WSGI interface.

When deployed in server mode, there are two notable differences for users:

» Users must login before they can use pgAdmin. An initial superuser account is created when server mode is
initialised, and this user can add additional superusers and non-superusers as required.

* File storage is restricted to a virtual root directory for each individual user under the directory configured using
the STORAGE_DIR configuration parameter. Users do not have access to the complete filesystem of the server.

The following instructions demonstrate how pgAdmin may be run as a WSGI application under Apache HTTPD, using
mod_wsgi, standalone using uWSGI or Gunicorn, or under NGINX using using uWSGI or Gunicorn.

> See also

For detailed instructions on building and configuring pgAdmin from scratch, please see the README file in the
top level directory of the source code. For convenience, you can find the latest version of the file here, but be aware
that this may differ from the version included with the source code for a specific version of pgAdmin.

Requirements

Important: Some components of pgAdmin require the ability to maintain affinity between client sessions and a specific
database connection (for example, the Query Tool in which the user might run a BEGIN command followed by a number
of DML SQL statements, and then a COMMIT). pgAdmin has been designed with built-in connection management to
handle this, however it requires that only a single Python process is used because it is not easily possible to maintain
affinity between a client session and one of multiple WSGI worker processes.

On Windows systems, the Apache HTTP server uses a single process, multi-threaded architecture. WSGI applications
run in embedded mode, which means that only a single process will be present on this platform in all cases.

On Unix systems, the Apache HTTP server typically uses a multi-process, single threaded architecture (this is dependent
on the MPM that is chosen at compile time). If embedded mode is chosen for the WSGI application, then there will be
one Python environment for each Apache process, each with it’s own connection manager which will lead to loss of
connection affinity. Therefore one should use mod_wsgi’s daemon mode, configured to use a single process. This will
launch a single instance of the WSGI application which is utilised by all the Apache worker processes.

Whilst it is true that this is a potential performance bottleneck, in reality pgAdmin is not a web application that’s ever
likely to see heavy traffic unlike a busy website, so in practice should not be an issue.

Future versions of pgAdmin may introduce a shared connection manager process to overcome this limitation, however
that is a significant amount of work for little practical gain.
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Configuration
In order to configure pgAdmin to run in server mode, it may be necessary to configure the Python code to run in
multi-user mode, and then to configure the web server to find and execute the code.

See The config.py File for more information on configuration settings.

Python

From pgAdmin 4 v2 onwards, server mode is the default configuration. If running under the desktop runtime, this is
overridden automatically. There should typically be no need to modify the configuration simply to enable server mode
to work, however it may be desirable to adjust some of the paths used.

In order to configure the Python code, follow these steps:
1. Create a config_local.py file alongside the existing config.py file.

2. Edit config_local.py and add the following settings. In most cases, the default file locations should be ap-
propriate:

NOTE: You must ensure the directories specified are writeable by the user that the web server processes will be
running as, e.g. apache or www-data. You may specify DATA_DIR in order to create all required directories
and files under DATA_DIR folder.

LOG_FILE = '/var/log/pgadmin4/pgadmin4.log’

SQLITE_PATH = '/var/lib/pgadmin4/pgadmin4.db'

SESSION_DB_PATH = '/var/lib/pgadmin4/sessions’

STORAGE_DIR = '/var/lib/pgadmin4/storage’

AZURE_CREDENTIAL_CACHE_DIR = '/var/lib/pgadmin4/azurecredentialcache’
KERBEROS_CCACHE_DIR = '/var/lib/pgadmin4/kerberoscache’

4. Run the following command to create the configuration database:

[# python setup.py setup-db ]

5. Change the ownership of the configuration database to the user that the web server processes will run as, for
example, assuming that the web server runs as user www-data in group www-data, and that the SQLite path is
/var/lib/pgadmin4/pgadmin4.db:

[# chown www-data:www-data /var/lib/pgadmin4/pgadmin4.db J

Hosting

There are many possible ways to host pgAdmin in server mode. Some examples are given below:
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Apache HTTPD Configuration (Windows)

Once Apache HTTP has been configured to support mod_wsgi, the pgAdmin application may be configured similarly
to the example below:

<VirtualHost *>
ServerName pgadmin.example.com
WSGIScriptAlias / "C:\Program Files\pgAdmin4\web\pgAdmin4.wsgi"
<Directory "C:\Program Files\pgAdmin4\web">
Order deny,allow
Allow from all
</Directory>
</VirtualHost>

Now open the file C:\Program Files\pgAdmin4\web\pgAdmin4.wsgi with your favorite editor and add the code
below which will activate Python virtual environment when Apache server runs.

activate_this = 'C:\Program Files\pgAdmin4\venv\Scripts\activate_this.py'
exec(open(activate_this).read())

Note: The changes made in pgAdmin4 .wsgi file will revert when pgAdmin4 is either upgraded or downgraded.

Apache HTTPD Configuration (Linux/Unix)

Once Apache HTTP has been configured to support mod_wsgi, the pgAdmin application may be configured similarly
to the example below:

<VirtualHost *>
ServerName pgadmin.example.com

WSGIDaemonProcess pgadmin processes=1 threads=25 python-home=/path/to/python/
—virtualenv
WSGIScriptAlias / /opt/pgAdmind/web/pgAdmind.wsgi

<Directory /opt/pgAdmin4/web>
WSGIProcessGroup pgadmin
WSGIApplicationGroup %{GLOBAL}
Order deny,allow
Allow from all
</Directory>
</VirtualHost>

Note: If you’re using Apache HTTPD 2.4 or later, replace the lines:

Order deny,allow
Allow from all

with:

[Require all granted

Adjust as needed to suit your access control requirements.
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Standalone Gunicorn Configuration

pgAdmin may be hosted by Gunicorn directly simply by running a command such as the one shown below. Note that
this example assumes pgAdmin was installed using the Python Wheel (you may need to adjust the path to suit your
installation):

gunicorn --bind 0.0.0.0:80 \
--workers=1 \
--threads=25 \
--chdir /usr/lib/python3.7/dist-packages/pgadming \
pgAdmind :app

Standalone uWSGI Configuration

pgAdmin may be hosted by uWSGI directly simply by running a command such as the one shown below. Note that
this example assumes pgAdmin was installed using the Python Wheel (you may need to adjust the path to suit your
installation):

uwsgi --http-socket 0.0.0.0:80 \
--processes 1 \
--threads 25 \
--chdir /usr/lib/python3.7/dist-packages/pgadmind/ \
--mount /=pgAdmin4:app

NGINX Configuration with Gunicorn

pgAdmin can be hosted by Gunicorn, with NGINX in front of it. Note that these examples assume pgAdmin was
installed using the Python Wheel (you may need to adjust the path to suit your installation).

To run with pgAdmin in the root directory of the server, start Gunicorn using a command similar to:

gunicorn --bind unix:/tmp/pgadmin4.sock \
--workers=1 \
--threads=25 \
--chdir /usr/lib/python3.7/dist-packages/pgadming \
pgAdmin4 :app

And configure NGINX:

location / {
include proxy_params;
proxy_pass http://unix:/tmp/pgadmin4.sock;

Alternatively, pgAdmin can be hosted in a sub-directory (/pgadmin4 in this case) on the server. Start Gunicorn as when
using the root directory, but configure NGINX as follows:

location /pgadmin4/ {
include proxy_params;
proxy_pass http://unix:/tmp/pgadmin4.sock;
proxy_set_header X-Script-Name /pgadmin4;
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NGINX Configuration with uWSGI

pgAdmin can be hosted by uWSGI, with NGINX in front of it. Note that these examples assume pgAdmin was installed
using the Python Wheel (you may need to adjust the path to suit your installation).

To run with pgAdmin in the root directory of the server, start uWSGI using a command similar to:

uwsgi --socket /tmp/pgadmind.sock \
--processes 1 \
--threads 25 \
--chdir /usr/lib/python3.7/dist-packages/pgadmind/ \
--manage-script-name \
--mount /=pgAdmin4:app

And configure NGINX:

location / { try_files $uri @pgadmin4; }
location @pgadmin4d {

include uwsgi_params;

uwsgi_pass unix:/tmp/pgadmin4.sock;

Alternatively, pgAdmin can be hosted in a sub-directory (/pgadmin4 in this case) on the server. Start uWSGI, noting
that the directory name is specified in the mount parameter:

uwsgi --socket /tmp/pgadming.sock \
--processes 1 \
--threads 25 \
--chdir /usr/lib/python3.7/dist-packages/pgadmind/ \
--manage-script-name \
--mount /pgadmin4=pgAdmin4:app

Then, configure NGINX:

location = /pgadmin4 { rewrite * /pgadmin4/; }
location /pgadmin4 { try_files $uri @pgadmin4; }
location @pgadmin4d {

include uwsgi_params;

uwsgi_pass unix:/tmp/pgadmin4.sock;

}

Additional Information

© Note

pgAdmin will spawn additional Python processes from time to time, and relies on the sys.executable variable in
Python to do this. In some cases, you may need to override that value to ensure the correct interpreter is used,
instead of the WSGI host process. For example, uWSGI offers the —py-sys-executable command line option to
achieve this.
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1.1.4 Container Deployment

pgAdmin can be deployed in a container using the image at:
https://hub.docker.com/r/dpage/pgadmin4/

There are various tags that you can select from to get the version of pgAdmin that you want, using a command such as
this if you’re using Docker:

[docker pull dpage/pgadmin4:<tag name>

where <tag name> is one of the following:

Tag name Description

latest The most recent release.

8.4 A specific version (8.4 in this case).

8 the latest release of a specific major version (major version 8 in this case).
snapshot The latest nightly test build.

PostgreSQL Utilities

The PostgreSQL utilities pg_dump, pg_dumpall, pg_restore and psql are included in the container to allow backups to
be created and restored and other maintenance functions to be executed. Multiple versions are included in the following
directories to allow use with different versions of the database server:

* PostgreSQL 12: /usr/local/pgsql-12
* PostgreSQL 13: /usr/local/pgsql-13
* PostgreSQL 14: /usr/local/pgsql-14
* PostgreSQL 15: /usr/local/pgsql-15
* PostgreSQL 16: /usr/local/pgsql-16

The default binary paths set in the container are as follows:

DEFAULT_BINARY_PATHS = {
'pg-18': '/usr/local/pgsql-18"',
'pg-17"': '/usr/local/pgsql-17"',
'pg-16"': '/usr/local/pgsql-16"',
'pg-15': '/usr/local/pgsql-15",
'pg-14"': '/usr/local/pgsql-14"',
'pg-13': '/usr/local/pgsql-13"

3

this may be changed in the Preferences.
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Environment Variables

The container will accept the following variables at startup:
PGADMIN_DEFAULT_EMAIL

This is the email address used when setting up the initial administrator account to login to pgAdmin. This variable is
required and must be set at launch time.

PGADMIN_DEFAULT_PASSWORD

This is the password used when setting up the initial administrator account to login to pgAdmin. This variable is
required and must be set at launch time.

PGADMIN_DEFAULT_PASSWORD_FILE

This is the password used when setting up the initial administrator account to login to pgAdmin. This value
should be set to docker secret in order to set the password. This variable is supported in docker swarm en-
vironment or while creating container with docker compose. PGADMIN_DEFAULT_PASSWORD or PGAD-
MIN_DEFAULT_PASSWORD_FILE variable is required and must be set at launch time.

PGADMIN_DISABLE_POSTFIX
Default: <null>
If left unset, a Postfix server will be started to deliver password reset emails.

If set to any value, the Postfix server will not be started, and pgAdmin will need to be configured to use an external
mail server using the PGADMIN_CONFIG_ options below.

This option is useful if you’re running in an environment that prevents the use of sudo to start Postfix, or if you wish to
use an external mail server.

PGADMIN_ENABLE_TLS
Default: <null>

If left un-set, the container will listen on port 80 for connections in plain text. If set to any value, the container will
listen on port 443 for TLS connections.

When TLS is enabled, a certificate and key must be provided. Typically these should be stored on the host file system
and mounted from the container. The expected paths are /certs/server.cert and /certs/server.key

PGADMIN_LISTEN_ADDRESS
Default: [::]

Specify the local address that the servers listens on. The default should work for most users - in [IPv4-only environments,
this may need to be set to 0.0.0.0.

PGADMIN_LISTEN_PORT

Default: 80 or 443 (if TLS is enabled)

Allows the port that the server listens on to be set to a specific value rather than using the default.
PGADMIN_SERVER_JSON_FILE

Default: /pgadmind/servers.json

Override the default file path for the server definition list. See the /pgadmin4/servers.json mapped file below for more
information. See the format of the Servers JSON file.

PGADMIN_REPLACE_SERVERS_ON_STARTUP
Default: null
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By default, the server definitions are only loaded on first launch, i.e. when initializing the configuration database. See
PGADMIN_SERVER_JSON_FILE above.

If this variable is set to True, the server definitions will be replaced on every launch. This can be used to declaratively
manage the server definitions.

PGADMIN_PREFERENCES_JSON_FILE
Default: /pgadmind/preferences.json

Override the default file path for the preferences customization at the container creation. See the /pgad-
mind/preferences.json mapped file below for more information. See the format of the Preferences JSON file.

PGADMIN_CUSTOM_CONFIG_DISTRO_FILE
Default: /pgadmind/config_distro.py

Override the default file path for the pgadmin configurations file.This can be used while provisioning container with
read only root file system to achieve a more secure pgadmin4 deployment for kubernetes. Note that if you are externally
mapping this file, then environment variables passed using PGADMIN_CONFIG_ suffix will be ignored.

PGPASS_FILE

Default: <null> This varible should be set to if you want to pass password using pgpass file for the servers added in
pgadmin.

GUNICORN_ACCESS_LOGFILE

Default: - (stdout)

Specify an output file in which to store the Gunicorn access logs, instead of sending them to stdout.
GUNICORN_LIMIT_REQUEST_LINE

Default: 8190

Set the maximum size of HTTP request line in bytes. By default the pgAdmin container uses the maximum limited
size offered by Gunicorn as some requests can be quite large. In exceptional cases this value can be set to 0 (zero) to
specify “unlimited”, however this poses a potential denial of service hazard.

GUNICORN_THREADS
Default: 25

Adjust the number of threads the Gunicorn server uses to handle incoming requests. This should typically be left as-is,
except in highly loaded systems where it may be increased.

PGADMIN_CONFIG_*

This is a variable prefix that can be used to override any of the configuration options in pgAdmin’s config.py file. Add
the PGADMIN_CONFIG _ prefix to any variable name from config.py and give the value in the format ‘string value’
for strings, True/False for booleans or 123 for numbers. See below for an example.

Settings are written to /pgadmind4/config_distro.py within the container, which is read after /pgadmin4/config.py and be-
fore /pgadmind/config_local.py. Any settings given will therefore override anything in config.py, but can be overridden
by settings in config_local.py.

Settings are only written to /pgadmin4/config_distro.py once, typically on first launch of the container. If /pgad-
mind/config_distro.py contains one or more lines, then no changes are made; for example, if the container instance
is restarted, or /pgadmind/config_distro.py is mapped to a file on persistent storage (not recommended - use /pgad-
mind/config_local.py instead)!

See The config.py File for more information on the available configuration settings.
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Mapped Files and Directories

The following files or directories can be mapped from the container onto the host machine to allow configuration to be
customised and shared between instances.

A\ Warning

Warning: pgAdmin runs as the pgadmin user (UID: 5050) in the pgadmin group (GID: 5050) in the container. You
must ensure that all files are readable, and where necessary (e.g. the working/session directory) writeable for this
user on the host machine. For example:

[sudo chown -R 5050:5050 <host_directory> }

On some filesystems that do not support extended attributes, it may not be possible to run pgAdmin without spec-
ifying a value for PGADMIN_LISTEN_PORT that is greater than 1024. In such cases, specify an alternate port
when launching the container by adding the environment variable, for example:

[—e '"PGADMIN_LISTEN_PORT=5050" ]

Don’t forget to adjust any host-container port mapping accordingly.

/var/lib/pgadmin

This is the working directory in which pgAdmin stores session data, user files, configuration files, and it’s configuration
database. Mapping this directory onto the host machine gives you an easy way to maintain configuration between
invocations of the container.

/pgadmind/config_local.py

This file can be used to override configuration settings in pgAdmin. Settings found in config.py can be overridden with
deployment specific values if required. Settings in config_local.py will also override anything specified in the container
environment through PGADMIN_CONFIG _ prefixed variables.

/pgadmind/servers.json

If this file is mapped, server definitions found in it will be loaded at launch time. This allows connection information
to be pre-loaded into the instance of pgAdmin in the container. Note that server definitions are only loaded on first
launch, i.e. when the configuration database is created, and not on subsequent launches using the same configuration
database.

/pgadmind/preferences.json

If this file is mapped, preferences defined in it will be updated at launch time. This allows customization of preferences
settings into the instance of pgAdmin in the container. Note that preferences are only set on first launch, i.e. when the
configuration database is created, and not on subsequent launches using the same configuration database.

/certs/server.cert
If TLS is enabled, this file will be used as the servers TLS certificate.
/certs/server.key

If TLS is enabled, this file will be used as the key file for the servers TLS certificate.
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Examples

Run a simple container over port 80:

docker pull dpage/pgadmin4

docker run -p 80:80 \
-e 'PGADMIN_DEFAULT_EMAIL=user@domain.com' \
-e 'PGADMIN_DEFAULT_PASSWORD=SuperSecret' \
-d dpage/pgadmind

Run a simple container over port 80, setting some configuration options:

docker pull dpage/pgadmin4
docker run -p 80:80 \
-e 'PGADMIN_DEFAULT_EMAIL=user@domain.com' \
-e 'PGADMIN_DEFAULT_PASSWORD=SuperSecret' \
-e 'PGADMIN_CONFIG_ENHANCED_COOKIE_PROTECTION=True' \
-e 'PGADMIN_CONFIG_LOGIN_BANNER="Authorised users only!"' \
-e '"PGADMIN_CONFIG_CONSOLE_LOG_LEVEL=10" \
-d dpage/pgadmin4

Run a TLS secured container using a shared config/storage directory in /private/var/lib/pgadmin on the host, and servers
pre-loaded from /tmp/servers.json on the host:

docker pull dpage/pgadmin4
docker run -p 443:443 \
-v /private/var/lib/pgadmin:/var/lib/pgadmin \
-v /path/to/certificate.cert:/certs/server.cert \
-v /path/to/certificate.key:/certs/server.key \
-v /tmp/servers.json:/pgadmind/servers.json \
-e 'PGADMIN_DEFAULT_EMAIL=user@domain.com' \
-e 'PGADMIN_DEFAULT_PASSWORD=SuperSecret' \
-e 'PGADMIN_ENABLE_TLS=True' \
-d dpage/pgadmind

Reverse Proxying

Sometimes it’s desirable to have users connect to pgAdmin through a reverse proxy rather than directly to the container
it’s running in. The following examples show how this can be achieved. With traditional reverse proxy servers such

as Nginx, pgAdmin is running in a container on the same host, with port 5050 on the host mapped to port 80 on the
container, for example:

docker pull dpage/pgadmin4

docker run -p 5050:80 \
-e "PGADMIN_DEFAULT_EMAIL=user@domain.com" \
-e "PGADMIN_DEFAULT_PASSWORD=SuperSecret" \
-d dpage/pgadmin4
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pgAdmin X-Forwarded-* Configuration

pgAdmin needs to understand how many proxies set each header so it knows what values to trust. The configuration
parameters for the X-Forwarded-* options which are used for this purpose are shown below, along with their default
values.

pgAdmin is configured by default to be able to run behind a reverse proxy even on a non-standard port and these config
options don’t normally need to be changed. If you’re running an unusual configuration (such as multiple reverse proxies)
you can adjust the configuration to suit.

# Number of values to trust for X-Forwarded-For
PROXY_X_FOR_COUNT = 1

# Number of values to trust for X-Forwarded-Proto.
PROXY_X_PROTO_COUNT = 0

# Number of values to trust for X-Forwarded-Host.
PROXY_X_HOST_COUNT = O

# Number of values to trust for X-Forwarded-Port.
PROXY_X_PORT_COUNT = 1

# Number of values to trust for X-Forwarded-Prefix.
PROXY_X_PREFIX_COUNT = 0

HTTP via Nginx

A configuration similar to the following can be used to create a simple HTTP reverse proxy listening for all hostnames
with Nginx:

server {
listen 80;
server_name _;

location / {
proxy_set_header Host $host;
proxy_pass http://localhost:5050/;
proxy_redirect ;

If you wish to host pgAdmin under a subdirectory rather than on the root of the server, you must specify the location
and set the X-Script-Name header which tells the pgAdmin container how to rewrite paths:

server {
listen 80;
server_name _;

location /pgadmin4/ {
proxy_set_header X-Script-Name /pgadmind;
proxy_set_header Host $host;
proxy_pass http://localhost:5050/;

(continues on next page)
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(continued from previous page)

proxy_redirect ;

If Nginx is also running in a container, there is no need to map the pgAdmin port to the host, provided the two containers
are running in the same Docker network. In such a configuration, the proxy_pass option would be changed to point to
the pgAdmin container within the Docker network.

HTTPS via Nginx

The following configuration can be used to serve pgAdmin over HTTPS to the user whilst the backend container is
serving plain HTTP to the proxy server. In this configuration we not only set X-Script-Name, but also X-Scheme to tell
the pgAdmin server to generate any URLSs using the correct scheme. A redirect from HTTP to HTTPS is also included.
The certificate and key paths may need to be adjusted as appropriate to the specific deployment:

server {

listen 80;

return 301 https://$host$request_uri;
}

server {
listen 443;
server_name _;

ssl_certificate /etc/nginx/server.cert;
ssl_certificate_key /etc/nginx/server.key;

ssl o

ssl_session_cache builtin:1000 shared:SSL:10m;

ssl_protocols TLSvl TLSv1.1 TLSv1.2;

ssl_ciphers HIGH:!aNULL: !eNULL: !EXPORT: !CAMELLIA: !DES: !MD5: !PSK: !RC4;
ssl_prefer_server_ciphers ;

location /pgadmin4/ {
proxy_set_header X-Script-Name /pgadmin4;
proxy_set_header X-Scheme $scheme;
proxy_set_header Host $host;
proxy_pass http://localhost:5050/;
proxy_redirect ;
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Traefik

Configuring Traefik is straightforward for either HTTP or HTTPS when running pgAdmin in a container as it will
automatically configure itself to serve content from containers that are running on the local machine, virtual hosting
them at <container_name>.<domain_name=>, where the domain name is that specified in the Traefik configuration.
The container is typically launched per the example below:

docker pull dpage/pgadmin4

docker run --name "pgadmin4" \
-e "PGADMIN_DEFAULT_EMAIL=user@domain.com" \
-e "PGADMIN_DEFAULT_PASSWORD=SuperSecret" \
-d dpage/pgadmind

Note that the TCP/IP port has not been mapped to the host as it was in the Nginx example, and the container name has
been set to a known value as it will be used as the hostname and may need to be added to the DNS zone file.

The following configuration will listen on ports 80 and 443, redirecting 80 to 443, using the default certificate shipped
with Traefik. See the Traefik documentation for options to use certificates from LetsEncrypt or other issuers.

defaultEntryPoints = ["http", "https"]

[entryPoints]
[entryPoints.http]
address = ":80"

[entryPoints.http.redirect]
entryPoint = "https"
[entryPoints.https]
address = ":443"
[entryPoints.https.tls]

[docker]
domain = "domain_name"
watch = true

If you wish to host pgAdmin under a subdirectory using Traefik, the configuration changes are typically made to the
way the container is launched and not to Traefik itself. For example, to host pgAdmin under /pgadmin4/ instead of at
the root directory, the Traefik configuration above may be used if the container is launched like this while using the
version v1 of Traefik:

docker pull dpage/pgadmin4
docker run --name "pgadmin4d" \
-e "PGADMIN_DEFAULT_EMAIL=user@domain.com" \
-e "PGADMIN_DEFAULT_PASSWORD=SuperSecret" \
-e "SCRIPT_NAME=/pgadmin4" \
-1 "traefik. frontend.rule=PathPrefix:/pgadmind" \
-d dpage/pgadmin4

The SCRIPT_NAME environment variable has been set to tell the container it is being hosted under a subdirectory
(in the same way as the X-Script-Name header is used with Nginx), and a label has been added to tell Traefik to route
requests under the subdirectory to this container.

While using the Traefik configuration for version v2 for hosting pgAdmin under subdirectory the container is typically
launched per the example below:
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docker pull dpage/pgadmin4
docker run --name "pgadmin4" \

-e "PGADMIN_DEFAULT_EMAIL=user@domain.com" \

-e "PGADMIN_DEFAULT_PASSWORD=SuperSecret" \

-e "SCRIPT_NAME=/pgadmin4" \

-1 "traefik. frontend.pgadmin4.rule=Host( host.example.com ) && PathPrefix( /
—pgadmind )" \

-d dpage/pgadmin4

1.2 Login Page

Use the Login page to log in to pgAdmin:

Forgotten your password?

English

Use the fields in the Login page to authenticate your connection. There are two ways to authenticate your connection:

* From pgAdmin version 4.21 onwards, support for LDAP authentication has been added. If LDAP authentication
has been enabled for your pgAdmin application, you can use your LDAP credentials to log in to pgAdmin:

— Provide the LDAP username in the Email Address/Username field.
— Provide your LDAP password in the Password field.
¢ Alternatively, you can use the following information to log in to pgAdmin:
— Provide the email address associated with your account in the Email Address/Username field.
— Provide your password in the Password field.
Click the Login button to securely log into pgAdmin.

Please note that if the pgAdmin server is restarted, then you will be logged out. You need to re-login to continue.

1.2.1 Recovering a Lost Password

If you cannot supply your password, click the Forgotten your password? button to launch a password recovery utility.
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EAdmin

Forget Password

Enter the email address for the user account you wish to recover
the password for:

Recover Password

* Provide the email address associated with your account in the Email Address field.

¢ Click the Recover Password button to initiate recovery. An email, with directions on how to reset a password,
will be sent to the address entered in the Email Address field.

If you have forgotten the email associated with your account, please contact your administrator.

Please note that your LDAP password cannot be recovered using this page. If you enter your LDAP username in the
Email Address/Username field, and then enter your email to recover your password, an error message will be displayed
asking you to contact the LDAP administrator to recover your LDAP password.

1.2.2 Avoiding a bruteforce attack

You have the possibility to lock an account by setting MAX_LOGIN_ATTEMPTS once it has reached the maximum number
of login attempts. You can disable this feature by setting the value to zero.

1.3 Enabling two-factor authentication (2FA)

1.3.1 About two-factor authentication

Two-factor authentication (2FA) is an extra layer of security used when logging into websites or apps. With 2FA, you
have to log in with your username and password and provide another form of authentication that only you know or have
access to.

1.3.2 Setup two-factor authentication

To set up 2FA for pgAdmin 4, you must configure the Two-factor Authentication settings in config_local.py or con-
fig_system.py (see the config.py documentation) on the system where pgAdmin is installed in Server mode. You can
copy these settings from config.py file and modify the values for the following parameters.

Parameter Description

MFA_ENABLED The default value for this parameter is True. To disable 2FA, set the
value to False

MFA_SUPPORTED_METHODS Set the authentication methods to be supported e.g. email, authenti-
cator

MFA_EMAIL_SUBJECT <APP_NAME> - Verification Code e.g. pgAdmin 4 - Verification
Code

MFA_FORCE_REGISTRATION Force the user to configure the authentication method on login (if no

authentication is already configured).

continues on next page
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Table 3 - continued from previous page
Parameter Description

NOTE: You must set the ‘Mail server settings’ in config_local.py or config_system.py in order to use ‘email’ as two-
factor authentication method (see the config.py documentation).

1.3.3 Configure two-factor authentication

To configure 2FA for a user, you must click on ‘“Two-factor Authentication’ in the User menu in right-top corner. It
will list down all the supported multi factor authentication methods. Click on ‘Setup’ of one of those methods and
follow the steps for each authentication method. You will see the Delete button for the authentication method, which
is already been configured. Clicking on Delete button will deregister the authentication method for the current user.

Authentication Pl

EAdmin

Authentication Registration

Email Authentication
=

c;‘n Authenticator App

0 X Close

You can also force users to configure the two-factor authentication methods on login by setting
MPFA_FORCE_REGISTRATION parameter to True.

1.4 User Management

When invoking pgAdmin in desktop mode, a password is randomly generated, and then ignored. If you install pgAdmin
in server mode, you will be prompted for an administrator email and password for the pgAdmin client.

When you authenticate with pgAdmin, the server definitions associated with that login role are made available in the
tree control.
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1.4.1 Users Tab

An administrative user can use the Users tab to:
* manage pgAdmin users
* change users role
* change password for a user
¢ deactivate user

¢ unlock a locked user

Use the Search field to specify a criteria and review a list of users that matches with the specified criteria. You can
enter a value that matches the following criteria types: Authentication source, Username, or Email. For example, you
can enter /dap in the search box and only the records having Idap as authentication source will be displayed in the User
Management table.

To add a user, click the Add (+) button at the top left corner. It will open a dialog where you can fill in details for the
new user.

Provide information about the new pgAdmin role in the row:

Use the Authentication source field to select the type of authentication that should be used for the user. If
authentication source in the pgAdmin server config has ‘internal’ only then Authentication source field will be
disabled. Supported Authentication source are internal, ldap, kerberos, oauth2 and webserver.

Use the Username field to provide a username for the user. This field is enabled only when you select authenti-
cation source except internal. If you select internal as authentication source, your email address will be taken as
the username.

Use the Email field to provide an email address for the user. Email is a mandatory field for authentication source
internal.

Use the Role field to select whether a user is an Administrator or a User.
— Select Administrator if the user will have administrative privileges within the pgAdmin client.
— Select User to create a non-administrative user account.

» Use the Active switch to enable or disable account activity without deleting an account; by default it is enabled.
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* Use the New password field to provide the password associated with the user specified in the Email field. This
field is disabled if you select any authentication source except internal.

* Re-enter the password in the Confirm password field. This field is disabled if you select ldap as authentication
source.

* Locked switch cannot be changed if is turned off. It can only be changed when the user is locked by trying
unsuccessful login attempts. Turn off the switch if you want to unlock the account.

To discard a user, and revoke access to pgAdmin, click the trash icon to the left of the row and confirm deletion in the
Delete user? dialog. If the user has created some shared servers, then the Change Ownership dialog will appear to
change the ownership of a shared server.

Users with the Administrator role are able to add, edit and remove pgAdmin users, but otherwise have the same capa-
bilities as those with the User role.

* Click the Refresh button to get latest users list.

¢ Click the Help button (?) to access online help.

1.4.2 Roles Tab

An administrative user can use the Roles tab to:
* manage pgAdmin roles

¢ delete roles

Use the Search field to specify criteria and review a list of roles that match the specified criteria. You can enter a value
that matches the following criteria types: Role Name or Description.

To add a role, click the Add (+) button at the top left corner. It will open a dialog where you can fill in details for the
new role.

cccccccccc

Provide information about the new pgAdmin role in the row:
* Use the Name field to specify a unique name for the role.
» Use the Description field to provide a brief description of the role.

To delete a role, click the trash icon to the left of the row and confirm deletion in the Delete role? dialog. If the role is
associated with any users or resources, you may need to reassign those associations before deletion.
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Roles allow administrators to group privileges and assign them to users more efficiently. This helps in managing
permissions and access control within the pgAdmin client.

* Click the Refresh button to get the latest roles list.

¢ Click the Help button (?) to access online help.

1.4.3 Permissions Tab

An administrative user can use the Permissions tab to manage pgAdmin permissions for a role.
Dashboard X Properties X SQL X Statistice X Dependencies X Dependents X Processes X User Management X

Users Roles Permissions

Role| User X VI Save ] Q

Miscellaneous oo
Change Password
Object Explorer 5

Manage Server

Storage Manager =
Add Folder Delete File/Folder

Tools e
Backup Tool (including server and globals) Maintenance

Debugger PSQL Tool

ERD Tool Query Tool

Grant Wizard Restore Tool

Import/Export Data Schema Diff

Import/Export Servers Search Objects

« Filter permissions using the Search field by entering names that match the list.

* Administrators can select permissions from the list of available permissions, and choose to grant or revoke these
permissions for specific roles.

» The permissions are applied to the selected role immediately.

Using ‘setup.py’ command line script

© Note

To manage users using setup . py script, you must use the Python interpreter that is normally used to run pgAdmin
to ensure that the required Python packages are available. In most packages, this can be found in the Python Virtual
Environment that can be found in the installation directory. When using platform-native packages, the system
installation of Python may be the one used by pgAdmin.

When using PIP wheel package to install pgadmin, all the commands can be used without Python interpreter.

Some of the examples: pgadmin4-cli add-user userl @gmail.com password —role 1 pgadmin4-cli get-prefs
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1.4.4 Manage Users

1.4.5 Add User

To add user, invoke setup.py with add-user command line option, followed by email and password. role and active
will be optional fields.

/path/to/python /path/to/setup.py add-user userl@gmail.com password

# to specify a role, either you can use --admin for Administrator role or provide the
# role using --role. If both are provided --admin will be used:

/path/to/python /path/to/setup.py add-user userl@gmail.com password --admin
/path/to/python /path/to/setup.py add-user userl@gmail.com password --role Users

# to specify user's status

/path/to/python /path/to/setup.py add-user userl@gmail.com password --active
/path/to/python /path/to/setup.py add-user userl@gmail.com password --inactive

1.4.6 Add External User

To add external authentication user, invoke setup.py with add-external-user command line option, followed by
email, password and authentication source. email, role and status will be optional fields.

/path/to/python /path/to/setup.py add-external-user userl@gmail.com ldap
# to specify an email:
/path/to/python /path/to/setup.py add-external-user ldapuser ldap --email userl@gmail.com

# to specify a role, either you can use --admin for Administrator role or provide the
# role using --role. If both are provided --admin will be used:

/path/to/python /path/to/setup.py add-external-user ldapuser ldap --admin
/path/to/python /path/to/setup.py add-external-user ldapuser ldap --role Users

# to specify user's status

/path/to/python /path/to/setup.py add-external-user userl@gmail.com ldap --active
/path/to/python /path/to/setup.py add-external-user userl@gmail.com ldap --inactive
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1.4.7 Update User

To update user, invoke setup.py with update-user command line option, followed by email address. password, role
and active are updatable fields.

/path/to/python /path/to/setup.py update-user userl@gmail.com --password new-password

# to specify a role, either you can use --admin for Administrator role or provide the
# role using --role. If both are provided --admin will be used:

/path/to/python /path/to/setup.py update-user userl@gmail.com password --admin
/path/to/python /path/to/setup.py update-user userl@gmail.com password --role Users

# to specify user's status

/path/to/python /path/to/setup.py update-user userl@gmail.com password --active
/path/to/python /path/to/setup.py update-user userl@gmail.com password --inactive

1.4.8 Update External User

To update the external user, invoke setup.py with update-external-user command line option, followed by user-
name and auth source. email, password, role and active are updatable fields.

# to change email address:

/path/to/python /path/to/setup.py update-external-user ldapuser --auth-source ldap --
—email newemail@gmail.com

# to specify a role, either you can use --admin for Administrator role or provide the
# role using --role. If both are provided --admin will be used:

/path/to/python /path/to/setup.py update-external-user userl@gmail.com password --role -
—-admin

/path/to/python /path/to/setup.py update-external-user userl@gmail.com password --role -
—,-role Users

# to change user's status

/path/to/python /path/to/setup.py update-user ldapuser --auth-source ldap --active
/path/to/python /path/to/setup.py update-user ldapuser --auth-source ldap --inactive

1.4.9 Delete User

To delete the user, invoke setup.py with delete-user command line option, followed by username and auth_source.
For Internal users, email adress will be used instead of username. the option --yes is available to skip the confirmation
prompt before deleting the user.

/path/to/python /path/to/setup.py delete-user userl@gmail.com --auth-source internal
/path/to/python /path/to/setup.py delete-user user2@gmail.com --auth-source internal --
—yes

/path/to/python /path/to/setup.py delete-user ldapuser --auth-source ldap
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1.4.10 Get User

To get the user details, invoke setup.py with get-users command line option, followed by username/email address.

# to list all the users:
/path/to/python /path/to/setup.py get-users

# to get the user's details:
/path/to/python /path/to/setup.py get-users --username userl@gmail.com

1.4.11 Output

Each command output can be seen in the json format too by adding —json command line option.

1.5 Change Ownership Dialog

Use the Change Ownership dialog to change the ownership of the shared servers. This dialog will appear if a user has
been deleted from User Management and owned some shared servers.

Choose the user who will own the shared servers from the drop-down.

Change ownership ¢ X

Ei Select the user that will take ownership of the shared servers created by admin@edb.com. 2 shared
servers are currently owned by this user,

Clicking on the “Change” button will either change ownership if a user is selected or delete any
shared servers if no user is selected. There is no way to reverse this action.

User [ Select an item i

af@edb.com

bi@edb.com

¥ Close 4% Reset [l ReENGE

Click the Change button to change the ownership.

The shared servers owned by the user will be deleted if the user is not selected from the drop-down.
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Warning

The shared servers owned by Userl@pgadmin.org will be deleted. Do you wish to
cantinue?

Click the Change button to change the ownership; click Close to exit the dialog.

1.6 Change User Password Dialog

Itis a good policy to routinely change your password to protect data, even in what you may consider a ‘safe’ environment.
In the workplace, failure to apply an appropriate password policy could leave you in breach of Data Protection laws.

Please consider the following guidelines when selecting a password:

* Ensure that your password is an adequate length; 6 characters should be the absolute minimum number of char-
acters in the password.

¢ The minimum password length is set by default to six characters. This value can be changed by setting the
PASSWORD_LENGTH_MIN option to desired length in pgAdmin configuration; see The config.py File for more
information.

* Ensure that your password is not open to dictionary attacks. Use a mixture of upper and lower case letters and
numerics, and avoid words or names. Consider using the first letter from each word in a phrase that you will
remember easily but is an unfamiliar acronym.

* Ensure that your password is changed regularly; at minimum, change it every ninety days.

The guidelines above should be considered a starting point: They are not a comprehensive list and they will not guar-
antee security.
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Change pgAdmin User Password o X

| Current Password O

Mew Password

Confirm Password

(@ 'Current Password' cannot be empty. x

X Close | :) Reset A Change

Use the Change Password dialog to change your password:
* Enter your existing password in the Current Password field.
* Enter the desired password for in the New Password field.
* Re-enter the new password in the Confirm Password field.

Click the Change Password button to change your password; click Close to exit the dialog.

1.7 Lock/Restore Account

Account locking/unlocking via user management dialog:

An admin can lock and unlock user from the user management dialog. This allows the admin to lock or restore the user
when there are several failed login attempts. This page guides you through configuring per-user locking/restoring. For
more details visit User management.

Parameter Description

MAX_LOGIN_ATTEMPTS Which sets the number of failed login that are allowed. If this value is
exceeded, the account is locked and can be reset by an administrator.
By setting the variable to the value zero this feature is deactivated.

When Administrator itself gets locked, following steps may be considered to restore it:
¢ Increase MAX_LOGIN_ATTEMPTS, and try to successfully login to restore the account.
OR
By updating configuration database
SQLite DB (pgAdmin4.db):
* Locate the pgAdmin4.db file and open it using any DB Browser (or DB Browser for SQLite)
 After opening the DB file, head towards ‘Execute SQL’ section.
* Run below query -
UPDATE USER SET LOCKED = false, LOGIN_ATTEMPTS = 0 WHERE USERNAME = <YOUR_EMAIL_ID>

External database:
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* Connect to the database.
* Run below query -

UPDATE USER SET LOCKED = false, LOGIN_ATTEMPTS = 0 WHERE USERNAME = <YOUR_EMAIL_ID>
* Make sure the query changes are committed.

Account locking by failed login attempts:

Incorrect usemame or password,

pgAdmin 4

Login

Forgotten your password?

pgAdmin application is configured to lock a user account when a number of consecutive failed login attempts are
exceeded.

MAX_LOGIN_ATTEMPTS is defaulted to 3 unsuccessful login attempts, after which the account would be locked.

The only way to restore the user account is by contacting the Administrator and ask to unlock it.

1.8 Enabling LDAP Authentication

To enable LDAP authentication for pgAdmin, you must configure the LDAP settings in the config_local.py or con-
fig_system.py file (see the config.py documentation) on the system where pgAdmin is installed in Server mode. You
can copy these settings from config.py file and modify the values for the following parameters:

There are 3 ways to configure LDAP:
* Bind as pgAdmin user
* Anonymous bind

¢ Dedicated user bind

1.8. Enabling LDAP Authentication 55



pgAdmin 4 Documentation, Release 9.11

Parameter

Description

AUTHENTICATION_SOURCES

LDAP_AUTO_CREATE_USER

LDAP_CONNECTION_TIMEOUT

LDAP_SERVER_URI

LDAP_USERNAME_ATTRIBUTE

LDAP_SEARCH_BASE DN

LDAP_SEARCH_FILTER

LDAP_SEARCH_SCOPE

LDAP_DN_CASE_SENSITIVE

The default value for this parameter is internal. To enable LDAP au-
thentication, you must include Idap in the list of values for this param-
eter. you can modify the value as follows:

* [‘1dap’]: pgAdmin will use only LDAP authentication.

* [‘ldap’, ‘internal’]: pgAdmin will first try to authenticate the
user through LDAP. If that authentication fails, then internal
user entries of pgAdmin will be used for authentication.

* [‘internal’, ‘ldap’]: pgAdmin will first try to authenticate the
user through internal user entries. If that authentication fails,
then LDAP authentication will be used.

Specifies if you want to automatically create a pgAdmin user corre-
sponding to the LDAP user credentials. Please note that LDAP pass-
word is not stored in the pgAdmin database.

Specifies the connection timeout (in seconds) for LDAP authentica-
tion.

An LDAP URI is a combination of connection protocol (Idap or
ldaps), IP address/hostname and port of the directory server that you
want to connect to. For example, ‘ldap://172.16.209.35:389’ is a
valid LDAP_SERVER_URI where ldap is the connection protocol,
172.16.209.35 is the IP address and 389 is the port. Port 636 is used
for the ldaps communication protocol.

Specifies the LDAP attribute that contains the usernames. For
LDAP authentication, you need to enter the value of that partic-
ular attribute as username. For example, if you set the value
of LDAP_USERNAME_ATTRIBUTE as ‘cn’ and you have de-
fined ‘cn=admin’ in your LDAP server entries, you should be able
to authenticate by entering ‘admin’ in the Email Address / User-
name field and its corresponding password in the Password field.
Specifies the distinguished name (DN) for the top-most user directory
that you want to search. You can use this parameter for limiting the
search request to a specific group of users. For example, if you want to
search only within the Organizational Unit named sales, you can de-
fine the value for LDAP_SEARCH_BASE_DN parameter as follow-
ing: LDAP_SEARCH_BASE_DN = ‘ou=sales,dc=example,dc=com’
This is an optional parameter only while binding as pgAdmin user. If
you do not specify any value for LDAP_SEARCH_BASE_DN, then
the value for LDAP_BASE_DN will be considered for the same.
Defines the criteria to retrieve matching entries in an LDAP search re-
quest. For example, LDAP_SEARCH_FILTER = ‘(objectclass=HR)’
setting searches only for users having HR as their objectClass at-
tribute.

Indicates the set of entries at or below the Base DN that maybe con-
sidered as potential matches for a search request. You can specify the
scope of a search as either a base, level, or subtree search. A base
search limits the search to the base object. A level search is restricted
to the immediate children of a base object, but excludes the base ob-
ject itself. A subtree search includes all child objects as well as the
base object.

Indicates whether the DN (Distinguished Names) are case sensitive or
not. Possible values are True or False. By default is set to False.

continues on next page
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Table 5 - continued from previous page

Parameter

Description

LDAP_USE_STARTTLS

LDAP_CA_CERT_FILE

LDAP_CERT_FILE

LDAP_KEY_FILE

LDAP_CERT_VALIDATE

LDAP_IGNORE_MALFORMED_SCHEM

Bind as pgAdmin user
LDAP_BASE_DN

Anonymous bind
LDAP_ANONYMOUS_BIND
Dedicated user bind

LDAP_BIND_USER

LDAP_BIND_PASSWORD

Specifies if you want to use Transport Layer Security (TLS) for se-
cure communication between LDAP clients and LDAP servers. If you
specify the connection protocol in LDAP_SERVER_URI as ldaps, this
parameter is ignored.

Specifies the path to the trusted CA certificate file. This parameter is
applicable only if you are using Idaps as connection protocol or you
have set LDAP_USE_STARTTLS parameter to True.

Specifies the path to the server certificate file. This parameter is appli-
cable only if you are using ldaps as connection protocol or you have
set LDAP_USE_STARTTLS parameter to True.

Specifies the path to the server private key file. This parameter is
applicable only if you are using Idaps as connection protocol or you
have set LDAP_USE_STARTTLS parameter to True.

Set this parameter to False if you want to bypass the TLS certificate
validation. By default it is set to True.

Some flaky LDAP servers returns malformed schema. If this parame-
ter set to True, no exception will be raised and schema is thrown away
but authentication will be done. This parameter should remain False,
as recommended.

Specifies the base DN from where a server will start the search for
users. For example, an LDAP search for any user will be performed
by the server starting at the base DN (dc=example,dc=com). When
the base DN matches, the full DN (cn=admin,dc=example,dc=com)
is used to bind with the supplied password.

Set this parameter to 7rue for anonymous binding. After the connec-
tion is made, the pgadmin login user will be further authenticated by
the username and password provided at the login screen.

The account of the user to log in for simple bind. Set this parameter to
allow the connection to bind using a dedicated user. After the connec-
tion is made, the pgadmin login user will be further authenticated by
the username and password provided at the login screen. at the login
screen.

Password for simple bind. Specify the value if you have set the
LDAP_BIND_USER parameter.

1.9 Enabling Kerberos Authentication

Prerequisite: Kerberos understanding and setup

Reference: https://web.mit.edu/kerberos/

To configure Kerberos authentication, you must setup your Kerberos Server and obtain a ticket on the client using kinit.

Note: Active Directory users with Kerberos support do not require kinit.

To enable Kerberos authentication for pgAdmin, you must configure the Kerberos settings in config_local.py or con-
fig_system.py (see the config.py documentation) on the system where pgAdmin is installed in Server mode. You can
copy these settings from config.py file and modify the values for the following parameters.

1.9. Enabling Kerberos Authentication
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Parameter Description

AUTHENTICATION_SOURCES The default value for this parameter is internal. To enable Kerberos
authentication, you must include kerberos in the list of values for this
parameter. you can modify the value as follows:

* [‘kerberos’]: pgAdmin will use only Kerberos authentication.

e [‘kerberos’, ‘internal’]: pgAdmin will first try to authenticate
the user through kerberos. If that authentication fails, then it
will return back to the login page where you need to provide
internal pgAdmin user credentials for authentication.

KERBEROS_AUTO_CREATE_USER Set the value to True if you want to automatically create a pgAd-
min user corresponding to a successfully authenticated Kerberos user.
Please note that password is not stored in the pgAdmin database.

KRB_APP_HOST NAME Specify the name of pgAdmin webserver hostname. Please note that
if it is not set, it will take the value of default_server parameter.

1.9.1 Keytab file for HTTP Service

* Generate the Keyrab file for the HTTP service principal HTTP/<host-name> @realm, and copy it to the pgAdmin
webserver machine. Ensure that the operating system user owning the pgAdmin webserver is the owner of this
file and should be accessible by that user.

* Please note that either you should set default_keytab_name parameter in krb5.conf file or the environment vari-
able KRB5_KTNAME. If not set then explicitly set KRB_KTNAME to the location of your Keytab file in the
config_local.py or config_system.py file.

1.9.2 Apache HTTPD Configuration
If the pgAdmin server is under the Apache Server, then you need to add the following parameters in Directory directive
of Apache HTTPD Configuration:

* WSGIScriptReloading On

¢ WSGIPassAuthorization On

1.9.3 Browser settings to configure Kerberos Authentication

You need to configure the browser settings on the client machine to use Kerberos authentication via SPNEGO.
* For Mozilla Firefox

Open the low level Firefox configuration page by entering about:config in the address bar.

In the Search text box, enter: network.negotiate-auth.trusted-uris

Double-click the network.negotiate-auth.trusted-uris preference and enter the hostname or the domain of
the web server that is protected by Kerberos HTTP SPNEGO. Separate multiple domains and hostnames
with a comma.

Click OK.

* For Google Chrome
— On Windows:
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*

Open the Control Panel to access the Internet Options dialog.
Select the Security tab.
Select the Local Intranet zone and click the Sites button.

Make sure that the first two options, Include all local (intranet) sites not listed in other zones and
Include all sites that bypass the proxy server are checked.

Click Advanced and add the names of the domains that are protected by Kerberos HTTP SPNEGO,
one at a time, to the list of websites. For example, myhost.example.com. Click Close.

Click OK to save your configuration changes.

— On Linux or macOS:

%

Add the —auth-server-whitelist parameter to the google-chrome command. For example, to run
Chrome from a Linux prompt, run the google-chrome command as follows:

[google—chrome --auth-server-whitelist = "hostname/domain"

1.9.4 PostgreSQL Server settings to configure Kerberos Authentication

* To connect the PostgreSQL server with Kerberos authentication, GSSAPI support has to be enabled when Post-
greSQL is built and the necessary configuration has to be in place.

* In pgAdmin you need to enable Kerberos authentication for the PostgreSQL server by setting “Kerberos authen-
tication” flag to True in the Server dialog. Once it is enabled, pgAdmin will not prompt for a password and will
try to connect to the PostgreSQL server using Kerberos.

» Note that, you have to login into pgAdmin with Kerberos authentication to then connect to PostgreSQL using

Kerberos.

1.9.5 Master Password

In the multi user mode, pgAdmin uses user’s login password to encrypt/decrypt the PostgreSQL server password. In
the Kerberos authentication, the pgAdmin user does not have the password, so we need an encryption key to store the
PostgreSQL server password for the servers which are not configured to use the Kerberos authentication. To accomplish
this, set the configuration parameter MASTER_PASSWORD to True, so upon setting the master password, it will be
used as an encryption key while storing the password. If it is False, the server password can not be stored.

1.10 Enabling OAUTH2 Authentication

To enable OAUTH?2 authentication for pgAdmin, you must configure the OAUTH?2 settings in the config_local.py
or config_system.py file (see the config.py documentation) on the system where pgAdmin is installed in Server mode.
You can copy these settings from config.py file and modify the values for the following parameters:
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Parameter

Description

AUTHENTICATION_SOURCES

OAUTH2_NAME
OAUTH2_DISPLAY_NAME
OAUTH2_CLIENT_ID
OAUTH2_CLIENT_SECRET
OAUTH2_TOKEN_URL
OAUTH2_AUTHORIZATION_URL
OAUTH2_SERVER_METADATA_URL
OAUTH2_API BASE_URL

OAUTH2_USERINFO_ENDPOINT
OAUTH2_SCOPE
OAUTH2_ICON

OAUTH2_BUTTON_COLOR
OAUTH2_USERNAME_CLAIM

OAUTH2_AUTO_CREATE_USER

OAUTH2_ADDITIONAL_CLAIMS

OAUTH2_SSL_CERT_VERIFICATION

OAUTH2_CHALLENGE_METHOD
OAUTH2_RESPONSE_TYPE

The default value for this parameter is internal. To enable OAUTH?2
authentication, you must include oauth2 in the list of values for this
parameter. you can modify the value as follows:
e [‘oauth2’, ‘internal’]: pgAdmin will display an additional but-
ton for authenticating with oauth2

The name of the Oauth2 provider, ex: Google, Github
Oauth?2 display name in pgAdmin

Oauth2 Client ID

Oauth?2 Client Secret

Oauth2 Access Token endpoint

Endpoint for user authorization

Server metadata url for your OAuth2 provider

Oauth?2 base URL endpoint to make requests
https://api.github.com/

User Endpoint, ex: user (for github, or user/emails if the user’s email
address is private) and userinfo (for google),

Oauth scope, ex: ‘openid email profile’. Note that an ‘email’ claim is
required in the resulting profile.

The Font-awesome icon to be placed on the oauth2 button, ex: fa-
github

Oauth?2 button color

simple, ex:

The claim which is used for the username. If the value is empty
the email is used as username, but if a value is provided, the
claim has to exist. Ex: oid (for Azure AD), email (for Github)

Set the value to True if you want to automatically
create a pgAdmin user corresponding to a successfully authen-
ticated Oauth2 user. Please note that password is not stored in
the pgAdmin database.

If a dictionary is provided, pgAdmin will check for a matching

key and value on the userinfo endpoint
and in the Id Token. In case there is no match with the provided

config, the user will receive an authorization error. Useful for
checking Azure AD wids or groups, GitLab owner, maintainer
and reporter claims.

Set this variable to False to disable SSL certificate verification

for OAuth2 provider.
This may need to set False, in case of self-signed certificates.

Enable PKCE workflow. PKCE method name, only $256 is supported
Enable PKCE workflow. Mandatory with
OAUTH2_CHALLENGE_METHOD, must be set to code
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1.10.1 Redirect URL

The redirect url to configure Oauth2 server is <http/https>://<pgAdmin Server URL>/oauth2/authorize After success-
ful application authorization, the authorization server will redirect the user back to the pgAdmin url specified here.
Select https scheme if your pgAdmin server serves over https protocol otherwise select http.

1.10.2 Master Password

In the multi user mode, pgAdmin uses user’s login password to encrypt/decrypt the PostgreSQL server password. In
the Oauth2 authentication, the pgAdmin does not store the user’s password, so we need an encryption key to store the
PostgreSQL server password. To accomplish this, set the configuration parameter MASTER_PASSWORD to True, so
upon setting the master password, it will be used as an encryption key while storing the password. If it is False, the
server password can not be stored.

1.10.3 Login Page

After configuration, on restart, you can see the login page with the Oauth2 login button(s).

Forgotten your password?

1.10.4 PKCE Workflow

Ref: https://oauth.net/2/pkce

To enable PKCE workflow, set the configuration parameters OAUTH2_CHALLENGE_METHOD to $256 and
OAUTH2_RESPONSE_TYPE to code. Both parameters are mandatory to enable PKCE workflow.
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1.11 Enabling Webserver Authentication

To configure Webserver authentication, you must setup your webserver with any authentication plug-in (such as Shib-
boleth, HTTP BASIC auth) as long as it sets the REMOTE_USER environment variable. To enable Webserver authen-
tication for pgAdmin, you must configure the Webserver settings in the config_local.py or config_system.py file (see
the config.py documentation) on the system where pgAdmin is installed in Server mode. You can copy these settings
from config.py file and modify the values for the following parameters:

Parameter Description

AUTHENTICATION_SOURCES The default value for this parameter is internal. To enable OAUTH2
authentication, you must include webserver in the list of values for
this parameter. you can modify the value as follows:

e [‘webserver’]: pgAdmin will use only Webserver authentica-
tion.

* [‘webserver’, ‘internal’]: pgAdmin will first try to authenticate
the user through webserver. If that authentication fails, then it
will return back to the login page where you need to provide
internal pgAdmin user credentials for authentication.

WEBSERVER_AUTO_CREATE_USER
Set the value to True if you want to automatically
create a pgAdmin user corresponding to a successfully authen-
ticated Webserver user. Please note that password is not stored
in the pgAdmin database.

WEBSERVER_REMOTE_USER
To get the web server remote user details, set this variable to any

header or . .
environment variable name which comes from the web server

after webserver authentication. The default value is RE-
MOTE_USER and the possible values are REMOTE_USER,
HTTP_X_FORWARDED_USER, X-Forwarded-User.

O Note
If REMOTE_USER does not work, try replacing it with either REMOTE-USER or Remote-user.

1.11.1 Master Password

In the multi user mode, pgAdmin uses user’s login password to encrypt/decrypt the PostgreSQL server password. In
the Webserver authentication, the pgAdmin does not store the user’s password, so we need an encryption key to store
the PostgreSQL server password. To accomplish this, set the configuration parameter MASTER_PASSWORD to True,
so upon setting the master password, it will be used as an encryption key while storing the password. If it is False, the
server password can not be stored.

© Note
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Pre-compiled and configured installation packages are available for a number of platforms. These packages should
be used by end-users whereever possible - the following information is useful for the maintainers of those packages
and users interested in understanding how pgAdmin works.

The pgAdmin 4 client features a highly-customizable display that features drag-and-drop panels that you can arrange
to make the best use of your desktop environment.

The tree control provides an elegant overview of the managed servers, and the objects that reside on each server. Right-
click on a node within the tree control to access context-sensitive menus that provide quick access to management tasks
for the selected object.

The tabbed browser provide quick access to statistical information about each object in the tree control, and pgAdmin
tools and utilities (such as the Query tool and the debugger). pgAdmin opens additional feature tabs each time you
access the extended functionality offered by pgAdmin tools; you can open, close, and re-arrange feature tabs as needed.

Use the Preferences dialog to customize the content and behaviour of the pgAdmin display. To open the Preferences
dialog, select Preferences from the File menu.

Help buttons in the lower-left corner of each dialog will open the online help for the dialog. You can access additional
Postgres help by navigating through the Help menu, and selecting the name of the resource that you wish to open.

You can search for objects in the database using the Search objects

1.12 User Interface

pgAdmin 4 supports all PostgreSQL features, from writing simple SQL queries to developing complex databases. It is
designed to query an active database (in real-time), allowing you to stay current with modifications and implementa-
tions.

Features of pgAdmin 4 include:
* auto-detection and support for objects discovered at run-time
¢ alive SQL Query Tool with direct data editing
* support for administrative queries
* asyntax-highlighting SQL editor
* redesigned graphical interfaces
» powerful management dialogs and tools for common tasks
* responsive, context-sensitive behavior
* supportive error messages
* helpful hints
* online help and information about using pgAdmin dialogs and tools.

When pgAdmin opens, the interface features a menu bar and a window divided into two panes: the Object Explorer
tree control in the left pane, and a tabbed browser in the right pane.
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BAdmin  Fle~  Object~ Toolsw Help~
¢ hboard X Froper )

.|=| Object Explarer -2 R R = thes M SOL X Statistics X Dependencies X Dependents X Processes X

Welcome

E Seree
® @ pgAdmin
G:: ”d‘ Management Tools for PosigreSQL

Faeaiture rich | M

ises PeatgreSOL | Open Source

Culck Links

]

Getting Started

]

o

Select an icon from the Quick Links panel on the Dashboard tab to:

* Click the Add New Server button to open the Register - Server dialog to add a new server definition.

* Click the Configure pgAdmin button to open the Preferences dialog to customize your pgAdmin client.
Links in the Getting Started panel open a new browser tab that provide useful information for Postgres users:

* Click the PostgreSQL Documentation link to navigate to the Documentation page for the PostgreSQL open-
source project; once at the project site, you can review the manuals for the currently supported versions of the
PostgreSQL server.

* Click the pgAdmin Website link to navigate to the pgAdmin project website. The pgAdmin site features news
about recent pgAdmin releases and other project information.

* Click the Planet PostgreSQL link to navigate to the blog aggregator for Postgres related blogs.

* Click the Community Support link to navigate to the Community page at the PostgreSQL open-source project
site; this page provides information about obtaining support for PostgreSQL features.

1.13 Menu Bar

The pgAdmin menu bar provides drop-down menus for access to options, commands, and utilities. The menu bar
displays the following selections: File, Object, Tools*, and Help. Selections may be grayed out which indicates they
are disabled for the object currently selected in the pgAdmin tree control.
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1.13.1 The File Menu

File Object Tools Help

Preferences

Resel Layout

Runtime

Use the File menu to access the following options:

s B ® Q

Option  Action

Prefer-  Click to open the Preferences dialog to customize your pgAdmin settings.

ences

Reset If you have modified the workspace, click to restore the default layout.

Layout

Run- Click to open a submenu to Configure, View Log and Zoom settings. Only visible when pgAdmin4 runs
time in desktop mode. To know more about runtime menu click here

1.13.2 The Object Menu

F)Admin
Object Explorer

> - C-Servers

v & Servers (6)
> £ PostgreSQL 11
> E¥ PostgresqL 12
> = PostgreSQL 13
> n,:; PostgreSQL 14
> n; PostgreSQL 15
> B PostgreSQL 16

File v

vl

Object v  Tools v Help
Register >
Create >
Refresh...

Connect Server
Copy Server...
CREAT

Disconnect from s

Remove Server

Properties...

The Object menu is context-sensitive. Use the Object menu to access the following options (in alphabetical order):
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Option Action
Register Click to open the Server dialog to register a server.
1) Server Click to open the Cloud Deployment dialog to deploy an

2) Deploy Cloud Instance
Change Password. ..

Clear Saved Password

Clear SSH Tunnel Password

Connect Server
Copy Server...
Create

Drop

Drop (Cascade)
Drop (Force)

Disconnect from server
Properties. ..

Refresh
Remove Server
Scripts

Trigger(s)

Truncate

View Data

ERD For Database

ERD For Table

cloud instance.

Click to open the Change Password. .. dialog to change
your password.

If you have saved the database server password, click to
clear the saved password. Enable only when password is
already saved.

If you have saved the ssh tunnel password, click to clear
the saved password. Enable only when password is al-
ready saved.

Click to open the Connect to Server dialog to establish a
connection with a server.

Click to copy the currently selected server.

Click Create to access a context menu that provides
context-sensitive selections. Your selection opens a Cre-
ate dialog for creating a new object.

Click to drop the currently selected object from the
Server.

Click to drop the currently selected object and all depen-
dent objects from the server.

Click to drop the currently selected database with force
option.

Click to disconnect from the currently selected server.
Click to review or modify the currently selected object’s
properties.

Click to refresh the currently selected object.

Click to remove the currently selected server.

Click to open the Query tool to edit or view the selected
script from the flyout menu.

Click to Disable or Enable trigger(s) for the currently
selected table. Options are displayed on the flyout menu.
Click to remove all rows from a table/foreign tables
(Truncate), to remove all rows from a table/foreign ta-
bles and its child tables (Truncate Cascade) or to remove
all rows from a table/foreign tables and automatically
restart sequences owned by columns (Truncate Restart
Identity). Options are displayed on the flyout menu.
Click to access a context menu that provides several op-
tions for viewing data (see below).

Click to open the ERD tool with automatically gener-
ated diagram for the database selected. This option is
available only when a database is selected. Options are
displayed on the flyout menu.

Click to open the ERD tool with automatically generated
diagram for the table selected. This option is available
only when a table is selected. Options are displayed on
the flyout menu.
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1.13.3 The Tools Menu

CE)Admin
Browser

> & Servers (6)

File v

Object v

Tools ~

Help ~

ERD Tool
Grant Wizard...
PSQL Tool
Query Tool
Schema Diff

Backup Globals...
Backup Server...
Backup...

Restore...

Import/Export Data...
Maintenance...

Search Objects...

Add Named Restore Point...

Pause Replay of WAL
Resume Replay of WAL

Reload Configuration

Use the Tools menu to access the following options (in alphabetical order):
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Option Action

ERD Tool Click to open the ERD Tool and start designing your database.

Grant Wizard. .. Click to access the Grant Wizard tool.

PSQL Tool Click to open the PSOL Tool and start PSQL in the current database context.
Query tool Click to open the Query tool for the currently selected object.

Schema Diff Click to open the Schema Diff and start comparing two database or two schema.

Backup Globals. ..
Backup Server. ..
Backup. ..

Restore. ..

Export Data Using
Query...
Import/Export Data. ..
Maintenance. ..

Search Objects. ..

Add named restore
point

Pause replay of WAL
Resume replay of WAL
Reload Configura-
tion. ..

Storage Manager

Click to open the Backup Globals. .. dialog to backup cluster objects.

Click to open the Backup Server... dialog to backup a server.

Click to open the Backup. .. dialog to backup database objects.

Click to access the Restore dialog to restore database files from a backup.

Click to open the Export Data Using Query... dialog to export data from a table using
query.

Click to open the /mport/Export data. .. dialog to import or export data from a table.
Click to open the Maintenance. .. dialogto VACUUM, ANALYZE, REINDEX, or CLUS-
TER.

Click to open the Search Objects. .. and start searching any kind of objects in a database.
Click to open the Add named restore point... dialog to take a point-in-time snapshot of
the current server state.

Click to pause the replay of the WAL log.

Click to resume the replay of the WAL log.

Click to update configuration files without restarting the server.

Click to open the Storage Manager to upload, delete, or download the backup files.

1.13.4 The Help Menu

[E)Admin
Browser

~ = Servers (2)

> (§¥ PostgreSQL 10
> @FPostgreSqL 12

Filev Object~ Toolsv| Help+~

S BwQ

Quick Search
I i= SUGGESTED SITES
Online Help

pgAdmin Website
PostgreSQL Website

About pgAdmin 4

Use the options on the Help menu to access online help documents, or to review information about the pgAdmin
installation (in alphabetical order):
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Op- Action

tion

Quick Type your keywords in the Quick Search field. Typing at least three characters will display all the matching

Searci possibilities under Menu items and the relevant documents under Help articles. Click on the options under
Menu items to perform action of particular functionality or object. Click on any of the Help articles to open
the help of that topic with highlighted text in a separate window.
Note:- If any of the option under Menu items is disabled, then it will provide information via info icon.

About Click to open a window where you will find information about pgAdmin; this includes the current version

pgAd- and the current user.

min

4

On-  Click to open documentation support for using pgAdmin utilities, tools and dialogs. Navigate (in the newly

line  opened tab?) help documents in the left browser pane or use the search bar to specify a topic.

Help

pgAd- Click to open the pgAdmin.org website in a browser window.

min

Web-

site

Post-  Click to access the PostgreSQL core documentation hosted at the PostgreSQL site. The site also offers

greSC guides, tutorials, and resources.

Web-

site

1.14

Toolbar

The pgAdmin toolbar provides shortcut buttons for frequently used features like the Query Tool, View/Edit Data, Search
Object and the PSQL Tool. This toolbar is visible on the Object explorer panel. Buttons get enabled/disabled based on
the selected object node.

@Admin Filev  Objectv Tools v  Help v
Object Explorer YSBE®Q Dashboz

Use the Object filter button to access the Object Filter popup. It helps you filter objects in the Object Explorer

tree.

» Use the Query Tool button to open the Query Tool in the current database context.

e Use the View Data button to view/edit the data stored in a selected table.

 Use the Filtered Rows button to access the Data Filter popup to apply a filter to a set of data for viewing/editing.

* Use the Search objects button to access the search objects dialog. It helps you search any database object.

» Use the PSQL Tool button to open the PSQL in the current database context.
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1.15 Object Explorer Filter

Object Explorer vs 8% Q

Tags

tagl x X l

B Applying the filter will only hide the servers from
view, it won't close any active connections.

Close Apply

Use this tool to filter objects in the Object Explorer by following fields:

 Use the Tags field to filter the servers with one or more server tags. The servers with any of the selected tags will
be displayed in the Object Explorer. You can also create a new tag by typing in the field and pressing Enter.

Click the Apply button to apply the filter. Please note the object explorer will refresh after applying the filter.

1.16 Tabbed Browser

The right pane of the pgAdmin window features a collection of tabs that display information about the object currently
selected in the pgAdmin tree control in the left window. Select a tab to access information about the highlighted object
in the tree control.

Server sessions W Totat [l Active [ 1dle Transactions per second W Transactions [l Commits [l Rollbacks

75 weconds age

Totak &
Tuples in W inserss [l Updates [l Deletes Tuples out  [JRREEETE
Idlec 0

W Fetches [l Retuned  Block 110 W Roads [l Hits

The graphs and tables on the Dashboard tab provides an active analysis of system statistics and the usage statistics for
the selected server or database.

Click the Activity tab to get the usage statistics for the selected server or database:
* The Server sessions or Database sessions graph displays the interactions with the server or database.

e The Transactions per second graph displays the commits, rollbacks, and total transactions per second that are
taking place on the server or database.

* The Tuples in graph displays the number of tuples inserted, updated, and deleted on the server or database.
* The Tuples out graph displays the number of tuples fetched and returned from the server or database.

* The Block 1/0 graph displays the number of blocks read from the filesystem or fetched from the buffer cache (but
not the operating system’s file system cache) for the server or database.
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Properties S0L X Statstics X Dependencies X Dependents X Processes X
figuration  Logs  System
Sessions
Agtive sessions only
Database  User Application Client Backend start Transaction start State  Walt event
» postgres  postgr.. pgAdmin 4+ [ 2025-03-11 20:22:36 .. active

Chisskpainte

» postgr

)
)
)
)
%)
)

o]

PR Database Lock type Target relation Page Tuple  wXID{L. XID{target)  Class Object 1D VXID (. Mode
postgres 60/66
BO/BE
B0/66
BO/B6
wirtualxid al/ae BO0/6E6
62574 wirtualxid a8/16 88/16  Exclusi
Prepared Transactions
Name Database Qwner XD Prepared at
@ Horows found

Click the Stat tab to get the usage statistics for the selected server or database:

Q

Blocking PIDs

Locks

Granted?

true

true

true

The Stat panel displays information about sessions, locks, prepared transactions. The information is presented in

context-sensitive tables. Use controls located above the table to:

* Click the Refresh button to update the information displayed in each table.

» Select Active sessions only checkbox to get the information about active sessions only from the list of all the

sessions.

* Enter a value in the Search box to restrict the table content to one or more sessions that satisfy the search criteria.
For example, you can enter a process ID to locate a specific session, or a session state (such as idle) to locate all

of the sessions that are in an idle state.

You can use icons in the Sessions table to review or control the state of a session:

e Use the Terminate icon (located in the first column) to stop a session and remove the session from the table.

Before the server terminates the session, you will be prompted to confirm your selection.

» Use the Cancel icon (located in the second column) to terminate an active query without closing the session.
Before canceling the query, the server will prompt you to confirm your selection. When you cancel a query, the
value displayed in the State column of the table will be updated from Active to Idle. The session will remain in

the table until the session is terminated.

¢ Use the Details icon (located in the third column) to open the Details tab; the tab displays information about the

selected session.

1.16. Tabbed Browser
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Dashboard X Properties X S0L % Statistics % Dependencies X Processes X

Activity  State  Conf ion  Logs  System

Hame Category Value Unit
AutovacUUMm_vacuum_cest_delay AROVACIUm z ms
autovacuum_vacuum_insert_scale_factor Autovacuum 0.2

autovacuum_vacuum_insert_threshold AROVACEIm 1000

autovacyum AuovaCT L on

autovacuum_analyze_scale_factor ANOVACEIM 0.1

autovacuum_analyze_threshold Autovacuum 50

autovacuum_freeze_max_age Aulovacium 200000000

autovacuum_max_warkers Autovacuum 3

atovacuum_mullixaet_freezes_max_age ANOVALEIM 400000000

autovacuum vacuum, scale_factor Autovacuum 0.2

autovacuum_vacuum_threshold Autavacuum 50

autovacuum naglime Autovacuum &0 ]
autovacuum_vacuum_cost_limit Autovacuum -1

lkc_messages Client Connection D.. C

icu_validation_level Client Connection 0. warning

lc_monetary Client ConnectionD.. C

le_numeric Client Connection D, c

DateStyle Client Connection D 150, MDY
time Client Connection D.. ©

timezone_abbreviations Client Connection 0. Default

8.8 5,

Description

Vacuum cost delay in millisecends, for autovacuum.

Number of tuple inserts prior 1o vacuum as a fraction of reltuples
Minimism number of tuple insers prior 1o vacuum, of -1 1o disable .
Starts the sutovacuum subprocess.

Number of tuple inserts, updates, of deletes prior to analyze as af.
Minimum number of tuple inserts, updates, or deletes prior to anal
Age at which to autevacuum a table 1o prevent transaction 1D wia
Sets the maximum number of simultaneously running autovacuu,
Multicact age a1 which to autovacuum a table 1 prevent multixae!
Humber of tuple updates or deletes prior 1o vacuum as a fraction
Minirmium number of tuple updates or deletes prior o vacuum
Time f0 sleep between autevacuum runs

Vacuum cost amoun? available before napping, for autavacuum,
Sets the language in which messages are displayed.

Log level for reparting invalid ICU locale strings,

Sets the locale for formatting monetary amounts.

Sets th

locale for formatting rul .
Sets the display foemat for date and time values.
Sets the locale for formatting date and time values

Selects a file of time zone abbreviationz.

I

on x86_64-apple-darwini3.2.8, compiled by Apple clang version 15.0

last known up at 2024-06-27 12:43:17 IST
ut down; automatic recovery in progress

system: 9.88 5, elapsed: 8.88 =

wait

file(s

added, 8 removed, 8 recycled; write=e.883 :

Dashboard X Properties X SQL X Statist B i x Pr e M
Activity State  Configuration Logs  System
Lo Format l¢ Text JSON csv
Ladgs i tabular farmat? »
1024-06-27 14:39: 1 39564] LOG: starting PostgreSQL 16,2 (Homebrew
2024-86-27 14:39: 38564] LOG: listening on IPvE address . port 5432
2024-06-27 14:39: [38564] LOG: listening on IPv4 address "9.0.8.0", port 5432
4 1024-06-27 14:39: [38564] LOG: listening on Unix socket ™/tmp/.s.PGSQL.5432"
2024-06-27 14:39: [38568] LOG: database system was interrupted;
2024-06-27 14:39: [38568] LOG: database system was not properly
2024-96-27 14:39: 38568] LOG: redo starts at @/1577278
2024-96-27 14:39: [38568] LOG: inwvalid record length at 9/15T72B0: expected at least 24, got @
2024-96-27 14:39: [38568] LOG: redo done at B/157T278 system usage: CPU: use
2924-96-27 14:39: [38566] LOG: checkpoint starti end-of-recovery immediate
2924-86-27 14:39: [38566] LOG: checkpoint comple wrote 3 buffers (8.8%); @ WAL
1024-86-27 14:39: 38564] LOG: database system is ready te accept connections
1024-B6-17 14:48: 38684] ERROR: column “ssss" does not exist at character 3
1024-86-217 14:48: 38684] STATEMENT: select ssss
1024-86-17 14:40: 389684] ERROR: column “ssss® does not exist at character 8
1024-96-27 14:40: 38684] STATEMENT: select ssss
7 1824-86-27 14:41: [38684] ERROR: column “ssss" does not exist at character 8
18 2824-B6-27 14:41: [38684] STATEMENT: select ssss
19 20824-06-27 14:41:0 [38684] ERROR: ecolumn “ssss" does not exist at character 8
20 2024-86-27 14:41: [38684] STATEMENT: select
21 2024-86-27 14:41: [39684] ERROR: column exist at character 8
2024-96-27 14:41: [39684] STATEMENT: =
2024-96-27 14:41: [39684] ERROR: column exist at character 8
2024-96-27 14:41: [39684] STATEMENT: select
2024-86-27 14:41: 39684] ERROR: column ewist at character 8
2024-86-27 14:41: 39684] STATEMENT: select
27 2824-86 14:41: 39684] ERROR: column ™ exist at character 8
28 1024-86-27 14:41: 33684] STATEMENT: select
B T TP AAFAST PARAR.  maliee Bemeefl deme mek enied ek mkeemeban &

Click the Logs tab to get the server logs.

* Use the Log Format switch to select the format you want. Text/Plain, JSON and CSV are supported. The
enable/disable state of the log format depends on the Postgresql.conf setting.

 Use the Logs in tabular format? switch if you want to see the logs in a tabular format.

Click the System Statistics tab to get the statistics for the system:
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ard X Properties X S0L x  Statistics X Dependencies X Dependents X Processes X

General  Sys

1 Statistics

mmary CPU Memory  Storage

0% information Process & handle count B Frocess [l Handle
Property Value

Narrie Darwin

805

Version Darwin Kemel Version 22.6.0: Wed Jul § 22:22:05 PDT 2023 0. 800
Host name MAC-DTQS7CXNTE local 705

Domain name
780
Architecture armibd

0% up since seconds arm

CPU information

Proparty Value

WVendor

Description

Model name MacBookProl8,1
No of cores 10

Architecture armid

Clock speed Hz

L1 deache size b4
L1 icache size 128
L2 cache size 4096
L3 cache size

Click the Summary tab to get the summary of the system:
* The OS Information table displays the basic information about the operating system.
* The CPU Information table displays the information about system CPU.

* The Process & Handle Count graph displays the total count of processes running and handles opened for the
system.
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d X Properties X SOL X Statistics X Dependencies X Dependents X  Processes X

General  System Statistics

Summary CPU Memory Storage

CPU usage B User tormial [ User Niced | Kernel [l idle  Load average

Process CPU usage

PID
AFE3
789
45176
94576
646
2923
1808
48037
1028

386

Click the CPU tab to get the detailed usage statistics of the system CPU:

Mame ~
AMPArtworkAgert
AMPDeviceDiscove
AMPLibraryAgent
MANEStorageMainta
APFSUserAgent
ASPCarmylog
AccouniSubscribe
AccountSubscribe
AlrPlayUlAgent

AlrPlayXPCHelper

CPU usage
0B
0B

i :}

0B
0B
]}
oe
0B

1]

B i min [ 5 mins [ 10 mins [ 15 mins

* The CPU Usage graph displays the percentage of time spent by CPU for user normal process, user niced process,

kernel mode process, idle mode.

* The Load average graph displays the average load of the system over 1, 5, 10, and 15 minute intervals.

e The Process CPU Usage table displays information about CPU for each process ID. Enter a value like process
ID or name in the Search box to restrict the table content to one or more processes that satisfy the search criteria.
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rd X Properties X SQL X Statistics X Dependencies % Dependents X  Processes X

General  System Statistics
Summary CPU  Memory  Storage

Memody

2794 G8
18,6368
53168
o8

Process memory usage

PiD

326
9

am

Name
kemel_task
launchd
logd
smd
UzerEventAgent
uninstalld
fseventsd
mediaremcted
syslemslats

configd

M Total MUsed | Free  Swap memory

188G
14G8

53.67 MB

Memary usage
0ge
0B
il
0B
08
ne
0B
oB
0B

0B

Click the Memory tab to get the detailed usage statistics of the system memory:

B Total [ used

* The Memory Usage graph displays the size of total, free and used memory per seconds in Gigabytes.

* The Swap Memory graph displays the size of total, free and used swap memory per seconds in Gigabytes.

Free

* The Process Memory Usage table displays information about memory for each process ID. Enter a value like
process ID or name in the Search box to restrict the table content to one or more processes that satisfy the search

criteria.

1.16. Tabbed Browser
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Dashboard X | Properties X SOL X Statistics X Dependencies X Dependents X Processes X HR public address/po.. X

General  Syster

Summary CPU  Memory  Storage

Disk information

File system File system type Mount point Drive letter Tatal space Used space Free space Total inades Used incdes Free inades
apfs Jdew/disk3ssl / 926.35 GB 20 6B GB 705.67 GB 4293144338 356050 4292788288
apfs Jdevidisk3s6 JSystem/Volumes, VM 926.35 GB 22 68 GB T05.67 GB 4293144338 356050 4752734288
apfs Jdev/diskIsd {Systemy/Volumes, Preboot 926,35 GB 220,68 GB 705.67 GB 4293144338 356050 4292709288
apls Jdev/disk3zsd /System/Volumes/Update 926.35GB 22068 GB 705.67 GB 4203144338 356050 4202738288
apfs Jdev/disk152 /System/Volumas/xars 926.35 GB 22068 GB 70567 GB 4293144338 356050 42927348288
apfs Jdevidesk1al JSystemVolumes/|SCPreboot 926.35 GB 22068 GB M05.67 GB 42937144338 356050 4292788288
apls Jdev disk 153 JSystemiVolumes, Hardware 926,35 GB 22068 GB 705.67 GB 4293144338 356050 4792784288
apfs fdev/disk3ss {System/Volumaes/ Data 926,35 GB 2H0.68 GB 705,67 GB 4293144338 356050 4392789288
apls Jdewidisk3sl JSEystermivolumes Update/mntl 926.35 GB 220.68 GB 705,67 GB 4293144338 356050 4292784288
/ M rsysternVolumes VW [l /System/Volumes/Preboot [l /System/Volumes/Update B Used space [l Available space

B rSystemiVolumes/xarts [l /Syster/Volumes/ISCPreboat | /System/Volumes,Hasdwane

#31.32 GB
B SystemiValumes/Data [l /System/Valurmes/Update/mnt1

mﬁﬂmal.llll..l
0B
! e L A
!

st o ik
o \,,..‘:W""m’ w'f-"‘""-“x oy el
™ o e “w‘mmw--
ikl
/O operations count B fead [l Write  Data transfer B Read [l Write  Timae spant in 'O operations B Read [ write
360 HaTGE

30M

Click the Storage tab to get the detailed information of the system storage:

 The Disk Information table displays the information about the disk, such as file system type, mount point, total
space, used space and free space and count of total, free, used inodes. The pie graph shows the total spaces in
Gigabytes and stacked bar graph shows the used and available space in Gigabytes, for different mount points for
file system.

* The Swap Memory graph displays the size of total, free and used swap memory per seconds in Gigabytes.
The diskO panel displays statistics about the only I/O block device of system:

* The /O Operations Count graph displays the count of read and write operations per second.

* The Data Transfer graph displays the size of read and writes happened in Gigabytes per second.

 The Time spent in I/0 operations graph displays the time spent by the device for reading and writing in minutes
per second.

Dashboard Properties SQL  Statistics Dependencies Dependents

| S

] Database Owner Comment
[ edb enterprisedb
postgres enterprisedh default administrative connection database

The Properties tab displays information about the object selected.
Click the Delete icon in the toolbar under the browser tab to delete the selected objects in the Properties panel.

Click the Drop Cascade icon in the toolbar under the browser tab to delete the selected objects and all dependent objects
in the Properties panel.
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Dashboard Properties SQL  Statistics Dependencies  Dependents

WO E

Click the Edit icon in the toolbar under the browser tabs to launch the Properties dialog for the selected object.

To preserve any changes to the Properties dialog, click the Save icon; your modifications will be displayed in the
updated Properties tab.

Dashboard Properties  SQL  Statistics  Dependencies  Dependents ¥ Query-edbone
i =3
~ General
Name edb_dblink_libpg -
olD 5705
Owner & enterprisedb -

Comment EnterpriseDB Foreign Data Wrapper for PostgraSQ

~ Definition
Schema -
Relocatable?

Version 1.0 -

Details about the object highlighted in the tree control are displayed in one or more collapsible panels. You can use the
arrow to the left of each panel label to open or close a panel.

Dashboard  Froperties  SOL  Statistics Dependencies  Dependents

1 Database: edh

2

3 —- DROP DATABASE edb;

4

5 CREATE DATABASE edb

[ WITH

7 OWHER = enterprisedd

3 ENCODING = 'UTFE'

a LC_COLLATE = 'en_US.UTF-8°'
10 LC_CTYPE = 'en_US.UTF-8
11 TABLESPACE = pg_default
12 CONMECTION LIMIT =

The SQL tab displays the SQL script that created the highlighted object, and when applicable, a (commented out) SQL
statement that will DROP the selected object. You can copy the SQL statements to the editor of your choice using cut
and paste shortcuts.
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Dashboard Properties  SQL

Statistics
Backends

Haet eornmitted
Xaet rolled back
Blocks read

Blocks hit

Tupdes returned
Tupdes letched
Tupdes inserted
Tupdes updated
Tuples deleted

Last statislics reset
Tablespace conflicts
Lock conflicts
Snapshot conflicts
Bufferpin conflicts
Deadlock conflicts
Ternporary files
Size of termporary files
Deadlocks

Block read time
Block write time

Size

Statistics

Dependencies  Dependents ¥ Query-edbone

Value

5

92095209

a6

5269146
15431026716
22491999300
G465655717
1352%

152

a3

201 812-21 14:30:08.829322-+05:30

bytes

- - - - - R - T - -1

18 B

The Statistics tab displays the statistics gathered for each object on the tree control; the statistics displayed in the table
vary by the type of object that is selected. Click a column heading to sort the table by the data displayed in the column;
click again to reverse the sort order. The following table lists some of the statistics that are available:

Panel Description

PID The process ID associated with the row.

User The name of the user that owns the object.

Database displays the database name.

Backends displays the number of current connections to the database.

Backend start The start time of the backend process.

Xact Committed displays the number of transactions committed to the database within the last week.
Xact Rolled Back displays the number of transactions rolled back within the last week.

Blocks Read displays the number of blocks read from memory (in megabytes) within the last week.
Blocks Hit displays the number of blocks hit in the cache (in megabytes) within the last week.
Tuples Returned displays the number of tuples returned within the last week.

Tuples Fetched displays the number of tuples fetched within the last week.

Tuples Inserted
Tuples Updated
Tuples Deleted

Last statistics reset
Tablespace conflicts

Lock conflicts
Snapshot conflicts

Bufferpin conflicts
Temporary files

Size of temporary

files

displays the number of tuples inserted into the database within the last week.

displays the number of tuples updated in the database within the last week.

displays the number of tuples deleted from the database within the last week.

displays the time of the last statistics reset for the database.

displays the number of queries canceled because of recovery conflict with dropped ta-
blespaces in database.

displays the number of queries canceled because of recovery conflict with locks in database.
displays the number of queries canceled because of recovery conflict with old snapshots in
database.

displays the number of queries canceled because of recovery conflict with pinned buffers in
database.

displays the total number of temporary files, including those used by the statistics collector.
displays the size of the temporary files.

continues on next page
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Table 9 — continued from previous page

Panel Description

Deadlocks displays the number of queries canceled because of a recovery conflict with deadlocks in
database.

Block read time displays the number of milliseconds required to read the blocks read.

Block write time displays the number of milliseconds required to write the blocks read.

Size displays the size (in megabytes) of the selected database.

Dashboard Properties S0QL Statistics Dependencies  Dependents

Type MName Restriction

<& Schema public normal

The Dependencies tab displays the objects on which the currently selected object depends. If a dependency is dropped,
the object currently selected in the pgAdmin tree control will be affected. To ensure the integrity of the entire database
structure, the database server makes sure that you do not accidentally drop objects that other objects depend on; you
must use the DROP CASCADE command to remove an object with a dependency.

The Dependencies table displays the following information:
» The Type field specifies the parent object type.
* The Name field specifies the identifying name of the parent object.
* The Restriction field describes the dependency relationship between the currently selected object and the parent:

If the field is auto, the selected object can be dropped separately from the parent object, and will be dropped
if the parent object is dropped.

If the field is internal, the selected object was created during the creation of the parent object, and will be
dropped if the parent object is dropped.

If the field is normal, the selected object can be dropped without dropping the parent object.

— If the field is blank, the selected object is required by the system, and cannot be dropped.

Dashboard Properties S50l  Statistics Dependencies  Dependents

Type Name Restriction

+ Check public.spatial_ref_sys_srid_check auto
Primary Kay public.spatial_ref_sys_pkey auto

« Check public_spatial_ref_sys_srid_check narmal

The Dependents tab displays a table of objects that depend on the object currently selected in the pgAdmin browser. A
dependent object can be dropped without affecting the object currently selected in the pgAdmin tree control.

» The Type field specifies the dependent object type.
* The Name field specifies the identifying name for the dependent object.

» The Database field specifies the database in which the object resides.
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Dashboard Properties SOL  Statistics Dependencies  Dependents ﬁDuerr edb on enterprisedb@EPAST x

e =+ @ av @+vB 8 @v T v Nim ¢ B[ oH@ e | FE

Iull edb on enterprisedb@EPAST1

(Query Editor  Query History

|

Data Output  Explain  Messages  Motifications

Additional tabs open when you access the extended functionality offered by pgAdmin tools (such as the Query tool,
Debugger, or SQL editor). Use the close icon (X) located in the upper-right corner of each tab to close the tab when
you are finished using the tool. Like permanent tabs, these tabs may be repositioned in the pgAdmin client window.

By default, each time you open a tool, pgAdmin will open a new browser tab. You can control this behavior by modifying
the Display node of the Preferences dialog for each tool. To open the Preferences dialog, select Preferences from the
File menu.

1.17 Tree Control

The left pane of the main window displays a tree control (Object explorer) that provides access to the objects that reside
on a server.
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o8 | Object Explorer Y S8 RrQQB
« & servers
s > ¥ PostgresqlL 12
= - :PoslgreSOL 13
> & PostgresQL 14
[cE] ¥ PostgresQL 15

= PostgresqL 16
G2 PostgresQqL 17 (production

> @ Casts
> % Catalogs
> [ Event Triggers
> % Extensions
> = Foreign Data Wrappers
> 7 Languages
> @ Publications
v % Schemas (1)
v @ public
> [@ Aggregates
> &L Collations
> & Domains
> [BFTs Configurations
>[It FTS Dictionaries
> Aa FTS Parsers
> FTS Templates
> [ Foreign Tables
> (&) Functions
> [ Materialized Views
> %5 Operators
> () Procedures
> 1.3 Sequences

LQ v [ Tables (4)

You can expand nodes in the tree control to view the database objects that reside on a selected server. The tree control
expands to display a hierarchical view:

» Use the plus sign (+) to the left of a node to expand a segment of the tree control.
* Click the minus sign (-) to the left of a node to close that node.

You can also drag and drop certain objects to the Query Tool which can save time in typing long object names. Text
containing the object name will be fully qualified with schema. Double quotes will be added if required. For functions
and procedures, the function name along with parameter names will be pasted in the Query Tool.

Access context-sensitive menus by right-clicking on a node of the tree control to perform common tasks. Menus display
options that include one or more of the following selections (options appear in alphabetical order):
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Option Action

Add named re- Click to create and enter the name of a restore point.

store point

Backup. .. Click to open the Backup... dialog to backup database objects.

Backup  Glob- Click to open the Backup Globals. .. dialog to backup cluster objects.

als. ..

Backup Server...  Click to open the Backup Server... dialog to backup a server.

Connect Click to open the Connect to Server dialog to establish a connection with a server.

Server. ..

Create Click to access a context menu that provides context-sensitive selections. Your selection opens
a Create dialog for creating a new object.

CREATE Script  Click to open the Query tool to edit or view the CREATE script.

Debugging Click through to open the Debug tool or to select Set breakpoint to stop or pause a script exe-
cution.

Drop Click to drop the currently selected object from the server.

Drop (Cascade)
Drop (Force)
Disconnect
Database. . .
Disconnect from
server
Debugging
Grant Wizard
Maintenance. . .
Properties. ..
Refresh. ..
Reload Configu-
ration. . .

Restore. ..

View Data

Click to drop the currently selected object and all dependent objects from the server.
Click to drop the currently selected database with force option.
Click to terminate a database connection.

Click to disconnect from the currently selected server.

Click to access the Debugger tool.

Click to access the Grant Wizard tool.

Click to open the Maintenance. .. dialog to VACUUM, ANALYZE, REINDEX, or CLUSTER.
Click to review or modify the currently selected object’s properties.

Click to refresh the currently selected object.

Click to update configuration files without restarting the server.

Click to access the Restore dialog to restore database files from a backup.
Use the View Data option to access the data stored in a selected table with the Data Output tab
of the Query Tool.

The context-sensitive menus associated with Tables and nested Table nodes provides additional display options (options
appear in alphabetical order):

Option Action

Import/Export Click open the Import/Export... dialog to import data to or export data from the selected
Data. .. table.

Reset Statistics Click to reset statistics for the selected table.

Scripts Click to open the Query tool to edit or view the selected script from the flyout menu.
Truncate Click to remove all rows from a table.

Truncate Cascade

Click to remove all rows from a table and its child tables.

View First 100 Rows  Click to access a data grid that displays the first 100 rows of the selected table.
View Last 100 Rows Click to access a data grid that displays the last 100 rows of the selected table.
View All Rows Click to access a a data grid that displays all rows of the selected table.
View Filtered  Click to access the Data Filter popup to apply a filter to a set of data.
Rows. ..
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1.18 Preferences

Use options in the Preferences tab to customize the behavior of the client. To open the Preferences tab, select Prefer-
ences from the File menu or click on the Seztings button at the bottom left corner in case of Workspace layout.

1.18.1 Header

Preferences X

B 90 Q

» Use the Save button to save any preference changes.

 Use the Reset all preferences button to restore all preferences to their default values.

» Use the Help button to open preferences help.

* Quickly search all preferences using the Search box. It finds matches in both labels and help messages.

The left pane of the Preferences tab displays a tree control; each node of the tree control provides access to options that
are related to the node under which they are displayed.

1.18.2 The Browser Node

Use preferences found in the Browser node of the tree control to personalize your workspace.

w Browser
" Auto-expand sole children .
Display
Keyboard shortcuts fatreeview node is e ded and has only a single child, automatically expand the child node as well
Nodes Confirm before Close/Reset in .
Object Breadcrumbs object properties dialog?
Processes
Properties
Tab settings Confirm on close or refresh? .
+ Dashboards Confirm closure or refresh of the 2 before proceeding
Display Object explorer tree state saving 30
Refresh rates interval
Object explarer state saving interval in seconds. Use -1 to disable the tree saving mechanism
w Debugger
Keyboard shortcuts Show column data type? .
w ERD tool f turned off, then the data types of the columns will not be displayed alon 2 their column names
Keyboard shorteuts
Options Show empty object collections? .
v Editar f turned off, then all obje: h 8
Keyboard shortcuts Show system objects? B
Options
SQL formatting Show template databases? »
w Graphs
Display

+ Miscellaneous
File Downloads
User Interface

v Paths
Binary paths
Help

w Query Tool
Auto completion
CSV/TXT Qutput

Use the fields on the Display panel to specify general display preferences:
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* When the Auto-expand sole children switch is set to True, child nodes will be automatically expanded if a treeview

node is expanded and has only a single child.

* When the Confirm before Close/Reset in object properties dialog? switch is set to True, pgAdmin will warn you

before closing the properties dialog of an object if there are any unsaved changes. On user confirmation, the
properties dialog will close.

* When the Confirm on close or refresh? switch is set to True, pgAdmin will attempt to catch browser close or

refresh events and prompt before allowing them to continue.

* Use the Object explorer state saving interval field to set the treeview state saving interval. A value of -7 will
disable the treeview state saving functionality.

* When the Hide shared servers? switch is set to True, the client will hide all the shared servers from the object
explorer. Note: This option is visible only when pgAdmin is running in server mode.

* When the Show column data type? switch is turned off, then the data types of the columns will not be displayed
alongside their column names.

* When the Show empty object collections? switch is turned off, then all object collections which are empty will
be hidden from browser tree.

* When the Show system objects? switch is set to True, the client will display system objects such as system
schemas (for example, pg_temp) or system columns (for example, xmin or ctid) in the tree control.

* When the Show template databases? switch is set to True, the client will display template databases.

Use the fields on the Keyboard shortcuts panel to configure shortcuts for the main window navigation:

* The panel displays a list of keyboard shortcuts available for the main window; select the combination of the
modifier keys along with the key to configure each shortcut.

Use the fields on the Nodes panel to select the object types that will be displayed in the Browser tree control:

84
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s is to Show/Hide nodes in the object explorer.

v ERD to0l

Keyboard shorteuts

Constraints

DBMS Job Schedule

DBMS Jobs

DBMS Programs

DBMS

 The panel displays a list of database objects; slide the switch located next to each object to Show or Hide the
database object. When querying system catalogs, you can reduce the number of object types displayed to increase
speed.

Use the fields on the Object Breadcrumbs panel to change object breadcrumbs related settings:

v Brow

» Use Enable object breadcrumbs? to enable or disable object breadcrumbs displayed on object mouse hover.

* Use Show comment with object breadcrumbs? to enable or disable the comment visibility which comes displayed
with object breadcrumbs.

Use the fields on the Processes panel to change processes tab related settings:

 Browser

[‘5

» Change Process details/logs retention days to the number of days, the process info and logs will be automatically
cleared.
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Use fields on the Properties panel to specify browser properties:

Explain

Graph Visualiser

* Include a value in the Count rows if estimated less than field to perform a SELECT count(*) if the estimated
number of rows in a table (as read from the table statistics) is below the specified limit. After performing the
SELECT count(*), pgAdmin will display the row count. The default is 2000.

* Provide a value in the Maximum job history rows field to limit the number of rows to show on the statistics tab
for pgAgent jobs. The default is 250.

Use field on Tab settings panel to specify the tab related properties.

Debuggertab title

PSQL tool tab title

Query tool tab title

» Use Debugger tab title placeholder field to customize the Debugger tab title.

e When the Dynamic tab size switch is set to True, the tabs will take full size as per the title. This will also apply
to already opened tabs.

e Use the PSQL tool tab title placeholder field to customize the PSQL tool tab title.

* When the Open in new browser tab field is selected for Query tool, Schema Diff or Debugger, it will open in a
new browser tab when invoked.

* Use the Query tool tab title placeholder field to customize the query tool tab title.

o Use View/Edit tab title placeholder field to customize the View/Edit Data tab title.
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1.18.3 The Dashboards Node

Expand the Dashboards node to specify your dashboard display preferences.

Set the warning and alert threshold value to highlight the long-running queries on the dashboard.
When the Show activity? switch is set to True, activity tables will be displayed on dashboards.

When the Show graphs? switch is set to True, graphs will be displayed on dashboards.

)

Use the fields on the Refresh rates panel to specify your refresh rate preferences for the graphs on the Dashboard tab:

Use the Average load statistics refresh rate field to specify the number of seconds between average load statistics
samples displayed in graphs.

Use the Block I/0 statistics refresh rate field to specify the number of seconds between block I/O statistic samples
displayed in graphs.

Use the CPU usage per process statistics refresh rate field to specify the number of seconds between CPU usage
per process statistics samples displayed in graphs.

Use the Handle & Process count statistics refresh rate field to specify the number of seconds between handle &
process count statistics samples displayed in graphs.

Use the /O analysis statistics refresh rate field to specify the number of seconds between 1/O analysis statistics
samples displayed in graphs.

Use the Memory usage per process statistics refresh rate field to specify the number of seconds between memory
usage per process statistics samples displayed in graphs.

Use the Memory usage statistics refresh rate field to specify the number of seconds between memory usage
statistics samples displayed in graphs.
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Use the PGD replication lag refresh rate field to specify the number of seconds between PGD replication lag
samples displayed in graphs.

Use the Percentage of CPU time used by different process modes statistics refresh rate field to specify the number
of seconds between Percentage of CPU time used by different process modes samples displayed in graphs.

Use the Session statistics refresh rate field to specify the number of seconds between session statistic samples
displayed in graphs.

Use the Swap memory usage statistics refresh rate field to specify the number of seconds between swap memory
usage statistics samples displayed in graphs.

Use the Transaction throughput refresh rate field to specify the number of seconds between transaction through-
put samples displayed in graphs.

Use the Tuples in refresh rate field to specify the number of seconds between tuples-in samples displayed in
graphs.

Use the Tuples out refresh rate field to specify the number of seconds between tuples-out samples displayed in
graphs.

1.18.4 The Debugger Node

Expand the Debugger node to specify your debugger display preferences.

Use the fields on the Keyboard shortcuts panel to configure shortcuts for the debugger window navigation:

1.18.5 The ERD Tool Node

Expand the ERD Tool node to specify your ERD Tool display preferences.

Use the fields on the Keyboard shortcuts panel to configure shortcuts for the ERD Tool window navigation:
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d |[ v option

v Option | n

» Use Cardinality Notation to change the cardinality notation format used to present relationship links.

» Use Format ERD Project File? if you want to format the .pgerd ERD project file. It’s a JSON file which will be
formatted.

* Use Image Download Resolution to change the ERD image download resolution. Higher values will use higher
memory and slower rendering.

* When the SQL With DROP Table switch is set to True, the SQL generated by the ERD Tool will add DROP table
DDL before each CREATE table DDL.

 Table Relation Depth is useful when generating an ERD for a table. It allows to set the limit on the depth level
pgAdmin should traverse to find the relations. Use -1 to set no limit.
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1.18.6 The Editor Node

Expand the Editor node to access panels that allow you to specify your preferences for the editor across pgAdmin 4

w Browser - o
i Shif Cmd Opticn
Display Find Shift Ctrl |+ Cmd | Optior f
Keyboard shortcuts |
: S Format SQL Shift Crl + Cmd Option k
Nodes L <
Object Breadcrumbs Go to line/column Shift Ctrl |~ Cmd Option |
Processes ; # -
Properties Replace Shift Ctrl |« Cmd ||+ Option f
Tab settings T i
Toggle comment Shift Ctrl |+ Cmd Option

~ Dashboards
Display
Refresh rates
~ Debugger
Keyboard shortcuts
~ ERD tool
Keyboard shorteuts
Options
~ Editor
Keyboard shortcuts
Options
SQL formatting
~ Graphs
Display
v Miscellaneous
File Downloads
User Interface
w Paths
Binary paths
Help
~ Query Too!
Auto completion
CSV/TXT Output
Display
Explain

Graph Visualiser

Use the fields on the Keyboard shortcuts panel to configure shortcuts for the editor.

Use the fields on the Options panel to manage editor preferences.

* Use the Auto-indent new line? switch to specify whether the editor will automatically indent new lines. When
set to True, the editor will indent new lines according to the indentation of the previous line.

* When the Brace matching? switch is set to True, the editor will highlight pairs of matched braces.

* When the Code folding? switch is set to False, the editor will disable code folding. Disabling will improve editor
performance with large files.

e Use the Cursor blink rate field to adjust the speed at which the text cursor blinks within the editors.
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Tab settings

w Dashboards

Use the Font family field to be used for all SQL editors. The specified font should already be installed on your
system. If the font is not found, the editor will fall back to the default font, Source Code Pro.

When the Font ligatures? switch is set to True, ligatures will be enabled in SQL text boxes and editors provided
the configured font family supports them.

Use the Font size field to specify the font size that will be used in text boxes and editors.

When the Highlight selection matches? switch is set to True, the editor will highlight matched selected text.
When the Insert bracket pairs? switch is set to True, the editor will automatically insert paired brackets.

When the Line wrapping switch is set to True, the editor will implement line-wrapping behavior.

When the Plain text mode? switch is set to True, the editor mode will be changed to text/plain. Keyword

highlighting and code folding will be disabled. This will improve editor performance with large files.

Data type case + Upper case Lower case Preserve

Display

Refresh rates Expression Width 50

~ Debugger

~ ERD tool
Keyboard shortcuts
Options

~ Editor
Keyboard shortcuts
Options
S0L formatting

~ Graphs

Function case

Identifier case

Keyword case

Display Lines between queries 1

w Miscellaneous Decides how man

File Downloads

User Interface Logical operator new line + Before After
v Paths Decides newline placement before or after logical operators (AND, OR, XOR)
Binary paths
. MNew line before semicalon?
Help

v Query Tool

Auto completion Spaces arcund aperators? .

CSV/TXT Qutput o True, spaces are used around all operators
Display

Explaln Tab size

Graph Visualiser

Keyboard shortcuts

Use spaces? »

Optionsg

Results grid

w Schema Diff

Display

W Slorage

Options

Use the fields on the SQL formatting panel to specify your preferences for reformatting of SQL.

Use the Data type case option to specify whether to change data types into upper, lower, or preserve case.

Use the Expression width option to specify maximum number of characters in parenthesized expressions to be
kept on single line.

Use the Function case option to specify whether to change function names into upper, lower, or preserve case.

Use the Identifier case option to specify whether to change identifiers (object names) into upper, lower, or capi-
talized case.

Use the Keyword case option to specify whether to change keywords into upper, lower, or preserve case.

Use Lines between queries to specify how many empty lines to leave between SQL statements. If set to zero it
puts no new line.
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 Use Logical operator new line to specify newline placement before or after logical operators (AND, OR, XOR).
» Use New line before semicolon? to specify whether to place query separator (;) on a separate line.

 Use the Spaces around operators? option to specify whether or not to include spaces on either side of operators.

Use the Tab size option to specify the number of spaces per tab or indent.

» Use the Use spaces? option to select whether to use spaces or tabs when indenting.

1.18.7 The Graphs Node

Expand the Graphs node to specify your Graphs display preferences.

Explain

Graph Visualiser

Use the Chart line width field to specify the width of the lines on the line chart.

When the Show graph data points? switch is set to True, data points will be visible on graph lines.

When the Show mouse hover tooltip? switch is set to True, a tooltip will appear on mouse hover on the graph
lines giving the data point details.

e When the Use different data point styles? switch is set to True, data points will be visible in a different style on
each graph lines.

1.18.8 The Miscellaneous Node

Expand the Miscellaneous node to specify miscellaneous display preferences.

Use the fields on the File Downloads panel to manage file downloads related preferences.
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e When the Automatically open downloaded files? switch is set to True the downloaded file will automatically
open in the system’s default application associated with that file type.

* When the Prompt for the download location? switch is set to True a prompt will appear after clicking the
download button, allowing you to choose the download location.

Note: File Downloads related settings are applicable and visible only in desktop mode.

Use the fields on the User Interface panel to set the user interface related preferences.

~ Browser
Language English
Display
Keyboard shortcuts Layout Workspace
Nodes

Object Breadcrumbs

Processes

Properties

Tab settings Qpen the Query Tool/PSQL in
+ Dashboards their respective workspaces

Display

Refresh rates
w Debugger
Keyboard shortcuts
Save the application state?
~ ERD tool
Keyboard shortcuts

Options

w Graphs
Display Theme Light

w Miscellaneous

yreview of the theme

File Downloads !

User Interface

v Paths
Binary paths
Help

w Query Tool
Auto completion
CSV/TXT Output
Display
Editor
Explain
Graph Visualiger
Keyboard shortcuts
Options

Results grid

» Use the Language drop-down listbox to select the display language for the client.

* Use the Layout drop-down listbox to select the layout for the client. pgAdmin offers two options: the Classic
layout, a longstanding and familiar design, and the Workspace layout, which provides distraction free dedicated
areas for the Query Tool, PSQL, and Schema Diff tools. ‘Workspace’ layout is the default layout, but user can
change it to ‘Classic’.

* When the Open the Query Tool/PSQL in their respective workspaces switch is set to True then all Query
Tool/PSQL tabs will open in their respective workspaces. By default, this setting is False, meaning that Query
Tool/PSQL tabs will open in the currently active workspace (either the default or the workspace selected at the
time of opening).

e When the Save the application state? option is enabled the current state of various tools—such as Query Tool,
ERD, Schema Diff, and PSQL—will be saved in the encrypted format. If the application is closed unexpectedly,
the tab is accidentally closed, or the page is refreshed, the saved state will be automatically restored for each
respective tool. Note: Saving the application state will not preserve data for tool tabs opened in separate browser
tabs when running in server mode.Any tool referring ad-hoc server connection will not be restored.

» Use the Themes drop-down listbox to select the theme for pgAdmin. You’ll also get a preview just below the drop
down. You can also submit your own themes, check here how. Currently we support Light, Dark, High Contrast
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and System theme. Selecting System option will follow your computer’s settings.

1.18.9 The Paths Node

Expand the Paths node to specify the locations of supporting utility and help files.

ch the psal, pg.dump, pg_dumpall, and pg._restor
The default path will be used for server versions.

onding.

ave a path specified.

EDB Advanced Server Binary Path